To add a YubiKey or other FIDO2 authenticator, select Set Up under “Security Key or Biometric
Authenticator” from the list of multi-factor authentication options.

fﬁ WISCONSIN

Set up security methods

-@ OktaTest@Domain.com

Security methods help protect your State of
Wisconsin account by ensuring only you have
access.

Set up required

+* Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.
Used for access

Setup

0 Okta Verify
Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity
Used for access

Setup

g. Phone

Verify with a code sent to your phone
Used for access

Setup

. Security Key or Biometric
Authenticator

Use a security key or a biometric
authenticator to sign in
Used for access

Setup

Back to signin



You will receive the following prompt:

LI,

WISCONSIN

Set up security key or biometric
authenticator

® OktaTest@domain.com

You will be prompted to register a security key
or biometric authenticator (Windows Hello,
Touch ID, Face ID, etc.). Follow the instructions
to complete set up.

Set up |

Return to authenticator list

Back to sign in

Click Set Up
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o Windows Security <

Choose where to save this passkey

Security key

More choices

Tj iPhone, iPad, or Android device

l E Security key

To continue with YubiKey or FIDO2 configuration, click Security Key and then NEXT



You will see the following:

== Windows Security

Security key setup

Set up your security key to sign in to apps-dev.wisconsin.gov as
clsoktatest2024@gmail.com.

| This request comes from the app "chrome.exe” by “Google LLC".

Click OK to continue.

You will see a new pop-up:

=’ Windows Security

| Continue setup

This will let apps-dev.wisconsin.gov see the make and model of
your security key.
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Click OK to continue.

If this is the first time using your YubiKey or FIDO2 authenticator, you will need to push the copper
looking piece with anYin it.




You will then be prompted to touch your security key as follows:

=F Windows Security X

Continue setup

A

Touch your security key.

Cancel

Back to sian in

Touching your Security Key will close the prompt and submit the authorization for logging in to your
MyWisconsin ID account.

Your Passkey is now Saved:

¥ Windows Security X

Passkey saved
You can now use your security key to sign in to "apps- |
| dev.wisconsin.gov”. L
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Click OK to continue!
You will not be logged into your MyWisconsin ID account (and/or your application).

Next time you Log in you will be challenged for Password and MFA —you push your copperY and
you will be logged into MyWisconsin ID account or your application.



