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Managing 0365 High Level Overview
Purpose
The purpose of this document is to provide a process workflow for the deployment of Office 365 within the State of Wisconsin.  As new information becomes available or new versions of Microsoft Office are deployed, this document should be updated accordingly.

 

Tenant Configurations
 

 

Policy Decisions
1. External Sharing has been disabled at the tenant level

 

	
	
	

	
	Problems
Severity

Frequency
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Has a decision been made on if this will be activated or not?
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1. Managing Request
1.1. Definitions
Active Directory Federated Services (ADFS)
 

Standards-based service for secure sharing of identity information between trusted business partners, in this case the State of Wisconsin's Active Directory environment and Microsoft's Office 365 Cloud environment.  ADFS manages access control to State of Wisconsin Office 365 tenant.

 

Agency
 

For the purposes of this document, Agency refers to each of the State of Wisconsin departments, including the Department of Administration (DOA).

 

Agency Mail Administrator
 

Designation for Agency Administrators that have been trained and provided the ability to complete the following tasks for their subset of users:

Create/Maintain/Configure/Delete Shared/Resource/Equipment Mailboxes

Grant Mailbox delegation

Create/Maintain/Delete Mail Contacts

Create/Maintain/Delete Distribution Groups

Grant Distribution Group delegation

Message tracking

Agency Security Administrator
Designation for Agency Administrators that have been trained and provided the ability to complete the following tasks for their subset of users:

Enable/Disable Mailbox features

Grant Mailbox delegation

Message Tracking

Compliance investigations

Claims Rules
Rules used by ADFS to specify the access that is granted to a user.

Cloud PBX
Cloud PBX is a kind of hosted PBX or virtual PBX, meaning that all of the routing services are performed by your VoIP provider, rather than by an employee managing a PBX system in your office.
Enterprise Mobility Suite (EMS)
Solutions for managing security in the cloud.  Microsoft's EMS includes Azure AD premium (hybrid identity and access management, including multi-factor authentication), Intune (Mobile device and application management) and Azure Rights Management.

Flighting
Changes are deployed through a series of wider deployment rings.

GCC
Microsoft Office 365 Government Community Cloud

GreenField Deployment
Installation and configuration of software where no current installation exists.

Mobile Device Management (MDM)
Tools to manage the administration of mobile devices.

Office 365 Admin Center
Office 365 Administration Portal

Office 365 Exchange Online (EXO)
Exchange Services in the Microsoft Cloud.  There are three service plans:

Exchange Plan 1

Exchange Plan 2

Kiosk

Wisconsin is only supporting Exchange Plan 2 because it includes Enterprise features such as Litigation Hold, DLP, and Voicemail.

Office Pro Plus for Office 365
A subscription to the Microsoft Office Suite.  Each subscription provides access to 5 desktops, 5 tables, and 5 phones.  This suite is deployed, maintained, and supported differently the previous Office Professional Plus Volume License through the end user applications are the same.

Office 365 SharePoint Online (SPO)
SharePoint and OneDrive services in the Microsoft Cloud.

Office 365 Skype for Business Online (SfB)
Skype for Business (formerly Lync) service in the Microsoft Cloud.

SHI
Software reseller through which the State of Wisconsin purchases Microsoft licensing.

SSRPM
The account recovery tool used by users in the ACCOUNTS domain to recover/unlock accounts.

Tenant
Specific instance of a cloud service.  This document refers to the State of Wisconsin Enterprise Tenant for Office 365.

T-minus
Counting down from the deployment date, T-minus refers to tasks on the project schedule that occur at set times before deployment.

UMRA
Software purchased from Tools 4 Ever that enables DET to delegate management of user accounts to agencies through a custom interface (e.g. Create AD Account with 500mb mailbox).

Workload
The segmentation of administrative and licensing components of Office 365.  Office 365 is broken into three primary workloads:

Exchange Online

Skype for Business Online

SharePoint Online & OneDrive for Business (OneDrive is part of SharePoint)
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1.2. Licensing Options
Microsoft provides a number of Office 365 licensing options to meet the needs of our broad customer base.  While this provides flexibility, it can also create high levels of complexity when trying to manage licensing in large organizations.  As a result, the following license options will be available to the state of Wisconsin and agencies are to choose which one best suits their needs.

1.2.1. License Option?
1.2.2. Exchange Plan 2 Only
This option is for Enterprises that only want to host email in the cloud.
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O365 Purchasing Process
in O365 High Level Overview

	

	
	
	


1.2.3. Assignment of Licenses
The person who has initiated the financial transaction will receive the activation email from Microsoft, inviting him/her to associate obtained licenses to the tenant of his/her choice.

 

This email will provide a link to either create a new tenant or add licenses to an existing Tenant.  (Do not click any activation links in this email.)  This email should be attached to a Cherwell Support Ticket and sent to DET to apply the license to the state tenant.  DET will then open the link while signed in as a Global Administrator applying the Agencies license to the License pool.

 

Microsoft has observed cases when licenses are attached/associate with a wrong tenant, when a recipient logs-in to another tenant or accidently creates a new tenant. De-associating licenses from one tenant and re-assigning them to the correct production tenant is time consuming and difficult.  Therefore, avoid an in-private IE session when accepting and attaching licenses.  Also, ensure that no other tenants' credentials are used during login.
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Activation Email.PNG 114 kb
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1.2.4. Managing the License Pool
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User Licensing
in O365 High Level Overview

	

	
	
	


1.2.5. E3 in Government Community Cloud
The E3 for Government (also known as G3 or Government E3) Suite provides the full Office 365 Collaboration Suite including the Office Rich Client.  It includes enterprise required features such as In-Place Hold, Data Loss Prevention, Inactive Users and E-Discovery.
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O365 Purchasing Process
in O365 High Level Overview

	

	
	
	


1.2.6. Enterprise Cloud Suite (ECS) Bundle
The Enterprise Cloud Suite bundles the security products from the Enterprise Mobility Suite (EMS) with the E3 license.  ESC also provides on-prem licensing (e.g. Windows Enterprise) for cloud users.   

	
	
	

	
	Linked Processes
[image: image8.png]



O365 Purchasing Process
in O365 High Level Overview

	

	
	
	


1.2.7. Ad-Hoc Non-Bundled Licenses
It is expected that there will be a need for providing the ability to license ad-hoc applications such as Visio Pro for Office 365 and Project Pro for Office 365.
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O365 Purchasing Process
in O365 High Level Overview

	

	
	
	


1.3. Overview of Technology
Attached  is the Enterprise Architecture Overview. 
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O365 Enterprise Architecture Overview.vsd 488 kb
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1.3.1. Configuration?
1.3.2. State ADFS Configuration
Tenant Configurations
The Federated ADFS Farm is fs2.wisconsin.gov.  This farm is configured for Forms Authentication on the Extranet and Windows Integrated Authentication on the Internal.  Agencies that have migrated their users and workstations to the accounts domain can take advantage of Windows Integrated Authentication allowing pass through authentication.  Agencies will need to add the ADFS server to their Local Intranet Zone.

 

Agencies that have users logging into local AD Domains can leverage forms authentication by following this process.

 

If DET is managing your internal DNS, please open a Cherwell Service Request for the work.  If you are managing your DNS, create a new zone for fs2.wisconsin.gov and point the A record to 165.189.157.100.
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1.3.3. SEP Network: Planning, Infrastructure, Configuration
1.3.3.1. Bandwidth Planning
Several architectural factors influence an Office 365 design, but one of the key aspects of the design is the network bandwidth calculation.  For each of the cloud-based services in Office 365 Service that users consume, all traffic must flow from the corporate network, across the public Internet, and into Office 365 Service.

 

This article https://technet.microsoft.com/en-us/library/hh852542.aspx outlines this topic in greater detail. 

 

Note:  The numbers provided in most documents are an estimation of bandwidth requirements based on assumed usage patterns during the initial planning phase. 

 

Microsoft recommends that customer's evaluate their network traffic throughout their enterprise by using bandwidth calculators for each Internet egress point.  Below are references to various calculators and latency tests.  The amount of total bandwidth is not expected to increase with the migration to O365 is an internet multi-tenant.  What will change is the amount of traffic that is sent to the internet.  O365 is an internet based service whereas the dedicated environment relies on private lines/VPN's for communication between the clients and the dedicated services.  Internet will increase with the migration to O365.  The Wisconsin DOA can use the aggregate bandwidth used to dedicate as a gauge to how bandwidth to the internet will increase.

 

Exchange Bandwidth Calculator
 

An estimate of bandwidth can be obtained using the Exchange Bandwidth Calculator located here https://gallery.technet.microsoft.com/Exchange-Client-Network-8af1bf00.

 

Skype for Business Bandwidth Calculator
 

· https://www.microsoft.com/en-us/download/details.aspx?id=19011
· https://blogs.technet.microsoft.com/fmustafa/2012/07/27/lync-online-transport-reliability-ip-probe-tripp-tool/
SharePoint Bandwidth
 

· https://technet.microsoft.com/en-us/library/hh206322.aspx
· https://technet.microsoft.com/en-us/library/cc262952(v=office.12).aspx
Network Latency Test Tools
 

In addition to bandwidth calculators/estimators, Microsoft provides some network latency tools:

 

· NA http://na1-fasttrack.cloudapp.net/o365nwtest
· EMEA http://em1-fasttrack.cloudapp.net/o365nwtest
· APAC http://ap1-fasttrack.cloudapp.net/o365nwtest
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1.3.3.2. Ports, Protocols, IPs & URLs
The list of Office 365 network assets is a dynamic list and is subject to change.  Updated information is provided via an RSS feed https://support.office.com/en-us/o365ip/rss.
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1.3.3.3. IP Port Requirements
The table below outlines the requirements for the specific network "Sources", their respective "Destinations" and the ports to allow:

 

	Source (From)
	Destination (To)
	Port
	Comments

	Exchange Online
	Exchange Hub Transport
	25
	Mail flow from Office 365 to Exchange On-Premises

	Exchange Hub Transport
	Exchange Online
	25
	Mail flow from Exchange On-Premises to Office 365 (there can no intermediary SMTP devices)

	AAD Connect
	Office 365 Service
	443
	Directory Synchronization to Office 365

	Client Computers
	Office 365 Service
	80,443
	Connecting to Office 365 Service
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1.3.3.4. Load Balancing
Hardware load balancing should be used for all on-premises Exchange 2013 Exchange Servers Testing of the hardware load balancing and high availability (HA) scenarios should be done prior to pilot testing.  Autodiscover.accounts.wistate.us is required during the migration from dedicated to O365 multi-tenant.  Once all mailboxes are migrated to O365, autodiscover can be moved to O365.  The on premise Exchange servers will not require to be exposed to the Internet nor will load balancing services be needed at that time. 
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1.3.3.5. Port Exhaustion
The customer needs to ensure a strategy is in place to avoid port exhaustion.  Wisconsin DOA will need to add the appropriate number of public IPs that are available and/or patch port-hungry application(s). 

 

Current guidance suggested that a maximum of approximately 2,000 Exchange clients per IP address could be connected to Office 365 before port exhaustion.  The section provides some details on this key issue, how to approximate the correct number, and some methods of resolution. 
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1.3.3.6. Network Address Translation (NAT)
Most corporate networks use private (RFC1918) IP address space.  Private address space is allocated by Internet Assigned Numbers Authority (IANA) and intended solely for networks that do not route directly to and from the global Internet. 

 

To provide Internet access to devices on a private IP address space, organizations use gateway technologies like firewalls and proxies that provide NAT and/or Port Address Translation (PAT) services.  These gateways make traffic from internal devices to the Internet (including Office 365) appear to be coming from a single publicly routable IP address.  Each outbound connection from an internal device translates to a different source TCP port on the public IP address.  In this way, thousands of people on a corporate network can "share" a few publicly routable IP addresses.
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1.3.3.7. NAT Limitations
Outlook client could potentially open up between three and eight connections (depending on the version and client it could reach 14).  Because there are a maximum of 64,000 ports available on modern network devices, there can be a maximum of 8,000 users behind an IP address before the ports are exhausted.  Microsoft has observed that other device types in the egress path can also be constrained at 32k and 64k levels.  Such devices include DLP devices, IP intrusion detection, etc.  The port count for a given client is also dependent on the other applications the user may be using (Skype for Business, Internet browsing sessions, etc.).  All customers should plan on a significant increase in connection count through all egress devices.  Customers who use centralized egress solutions are the most vulnerable to port exhaustion issues.

 

The number of ports opened by the outlook client can vary with specific types of operations in outlook.  Delegation scenarios for example, can cause an individual workstation to consume a large number of connections.
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1.3.3.8. Calculating Maximum Supported Devices
To determine the maximum number of devices behind a single public IP address, you should monitor network traffic to determine peak port consumption per client.  In addition, a peak factor should be used for the port usage (minimum 4).  You can use the following formula to calculate the number of supported devices per IP address:
Maximum supported devices behind a single public IP address = (64,000 - restricted ports) / (Peak port consumption + peak factor)
For instance, if 4,000 ports were restricted for use by Windows and six ports were needed per device with a peak factor of four:  
Maximum supported devices behind a single public IP address = (64,000 - 4,000) / (6+ 4) = 6,000
Note:  With the release of the Office 365 hosting pack, included in the updates from September 2011 for Microsoft Office Outlook 2007, or November 2011 for Microsoft Outlook 2010, or a later update, the number of connections from Outlook (both Office Outlook 2007 with Service Pack 2 and outlook 2010) to Exchange can be as few as 3.
To allow more than 2,000 devices behind a single public IP address, follow the steps outlined to assess the maximum number of devices that can be supported.
Monitor network traffic to determine peak port consumption per client.  Following data should be collected:
· From multiple locations
· From multiple devices
· At multiple times
Collected data will be relative on patch level and version of Outlook as well as connections for delegated and shared calendars.
The NETSTAT command from windows command prompt can be one way to observe connection counts.  Collection of connection count data on network devices is the preferred method for analysis.  
To demonstrate the number of open/consumed connection by your Outlook client you can view the attachment.
Since all users are different, this should become a scenario where you will want to "hope for the best and plan for the worst".  This is why all IP NAT/NAP numbers are *2000 (because they could be between 2,000 and 6,000).
Microsoft has observed a few cases where the default calendar sharing permissions can cause a persistent connection increase.  Essentially, if an end user has configured higher than rAccounts.wistate.us only privileges to their calendar, a delegate that open their calendar will cache this calendar in their OST and maintain a connection for the synchronization of this calendar for approximately 60 days.
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1.3.3.9. Encryptions & WAN Accelerators
Microsoft Office 365does not require you to use WAN Optimization Controller devices, however many customers have successfully used WAN devices in their environment while others had troubles and therefore prolonged their troubleshooting times.  Our team finds that bypassing WAN devices generally simplifies the deployment and therefore expedites the project.  Official policy and support statement can be found here: 

 

Support:  https://support.microsoft.com/en-us/kb/2690045
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1.3.3.10. Server Connections
In order to migrate from the dedicated environment to the O365 autodiscover.accounts.wistate.us must point to an on premise Exchange 2013 SP1 CU11 servers.  It should be noted that all roles need to be installed on these servers. This is due to the architecture of Exchange 2013.  These servers should be load balanced with hardwa4re load balancing solution.
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1.3.4. State URL Monitoring
Tenant Configurations 
 

DOA and several other Agencies use Zscaler as a network security / content filtering solution.  DET has done extensive configuration and testing to verify full compatibility of Zscaler with Office 365 including Skype for Business.  Use of a network security / content filtering system other than Zscaler will require additional configuration and testing.  This effort will be the responsibility of any Agency using a solution other than Zscaler.
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2. Managing Validation & Processing
2.1. Agency Workload Deployment Process Overview
Each Office 365 Workload has a separate migration process.
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Flow & dissemination of Policy Decisions all the way to the end user.
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Exchange On Premises migration direction is similar - where/what is it?  Attach.  Ann is ff with agencies.




	

	
	
	


2.1.1. User Provisioning Process
User accounts will continue to be created using UMRA account provision tool.  this tool will create accounts within Active Directory that are then sync'd to Azure Active Directory every 30 minutes.  However, UMRA cannot currently apply Office 365 licenses to these accounts in the cloud.  Until automation technologies can be acquired, agencies wishing to apply/remove licenses from a large number of users will need to follow the User Provisioning Process.
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User Provisioning
in O365 High Level Overview

	

	
	
	


2.1.2. Deployment of?
2.1.3. State Exchange Configuration
Tenant Configurations
1. Internal and External mail will be routed through On-Prem IronPort Devices

Policy Decisions: 
	
	
	

	
	Participants
[image: image27.png]



Project Manager

.
Problems
Severity

Frequency

[image: image28.png]



Are there any policy decision to be made or are there none pending?



	

	
	
	


2.1.4. Exchange Online Migration
	
	
	

	
	Linked Processes
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Exchange Online Migration
in O365 High Level Overview

	

	
	
	


2.1.5. OneDrive
2.1.6. State OneDrive Configuration
Tenant Configurations
1. <Pending decisions on OneDrive>

 

Policy Decisions

1. External sharing had been disabled at the tenant level.  <Pending decisions on OneDrive>
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2.1.7. OneDrive Migration Overview
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Will DET be moving to OneDrive?
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Playbook states the OneDive migration is part of the Enterprise File Store & Sync Project" - Whose project is that?  Ann will ff.
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Is this other projected coordinated with the O365 project?



Linked Processes
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OneDrive Migration (Personal File Share) Overview
in O365 High Level Overview

	

	
	
	


2.1.8. OneDrive Greenfield Deployment (No Migration)
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OneDrive Greenfield Deployment (No Migration)
in O365 High Level Overview

	

	
	
	


2.1.9. SharePoint
2.1.10. SharePoint Greenfield Deployment
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SharePoint Greenfield Deployment
in O365 High Level Overview

	

	
	
	


2.1.11. State SharePoint Configuration
Tenant Configurations
1. External Sharing has been disabled at the tenant level

2. Access Apps are enabled

3. Cortana has been disabled

4. SharePoint Hybrid has not been deployed

5. User Profile Pictures have been disabled

Policy Decisions
1. External Sharing will be periodically evaluated by ACSC.  <Pending a decision on SharePoint external sharing>

2. User Profile Pictures will not be used

What is not Included
1. Migration Services.  This includes any tools that need to be purchased for SharePoint migration from the Enterprise SharePoint environment to SharePoint Online as well as any Microsoft professional services that might be required to perform the migration.

2. Add-on Software.  For example, Nintex Workflows and Forms licensing.  Agencies would be responsible for paying for the licensing required for any subscriptions for add-on software.
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What is the timeframe that is considered periodic?



	

	
	
	


2.1.12. SharePoint Migration
Since any SharePoint migration is led by the agencies, DET should refer agencies to their Microsoft vendor for direct support.
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SharePoint Migration
in O365 High Level Overview

	

	
	
	


2.1.13. State Skype for Business Configuration
Tenant Configurations
1. Conversation Archiving to the Exchange Mailbox 'Conversations History' folder is on by default

Policy Decisions
1. Skype for Business conversations will be considered legal documents and thus will be archived into the user's Exchange Mailbox 'Conversion History' folder.
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2.1.14. Skype for Business Deployment
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Skype for Business Deployment
in O365 High Level Overview

	

	
	
	


2.1.15. Office Pro Plus
As part of the migration to Office 365, agencies will replace their existing Office applications with the Office 365 Pro Plus subscription version of Office applications, called a Click-to-Run installation.  The Office 365 Pro Plus subscription version includes the following applications:

· Outlook

· Word

· Excel

· PowerPoint

· OneNote

· Publisher

· Access

· Skype for Business

The new Click-to-Run Office Pro Plus for Office 365 installation uses a new deployment method, new application packaging tool, new security update and feature update release schedule, and a user-based licensing activation model.  The previous Office MSI (Microsoft Installer) version installation method used to deploy Office applications for previous Office versions is not compatible with the new Click-to-Run installation process.

 

The Office 365 user subscription model provides licensing for the latest version of Office Pro Plus (similar to Software Assurance), and agencies will need to determine which update channel (Current, Deferred, or First Release for Deferred) they want to deploy for their Office 365 implementation. 

 

In addition to the Office Pro Plus installation on user devices, agencies will also need to plan, test, and implement new Active Directory Group Policy settings to manage how Office Pro Plus applications are updated, manage the user experience and functionality of Office 365, security settings, or other configuration needs that may be specific to each agency IT environment.

 

Review the following links for more information about how to deploy and manage Office 365 Pro Plus:

 

Office 365 Pro Plus – Deployment Guide for Admins
https://technet.microsoft.com/en-us/library/gg715562.aspx
Office 365 Pro Plus – Office 365 client update channel releases
https://technet.microsoft.com/en-us/office/mt465751 
Office Telemetry Dashboard 
https://technet.microsoft.com/en-us/library/jj863580.aspx
https://github.com/OfficeDev/Office-IT-Pro-Deployment-Scripts/tree/master/Office-ProPlus-Management/Deploy-OfficeTelemetryDashboard
https://www.youtube.com/watch?v=vR6gc_lVuuw
In addition to the Office Pro Plus installation on user devices, agencies will also need to plan, test, and implement new Active Directory Group Policy settings to manage how Office Pro Plus applications are updated, manage the user experience and functionality of Office 365, security settings, or other configuration needs that may be specific to each agency IT environment.

 

Agencies will be responsible for the Office pro Plus packaging, installation, deployment, configuration, update management, Group Policy settings, and activation for all Office Pro Plus applications.

 

Review the following links for more information about how to deploy and manage Office pro Plus for Office 365:

Office 365 Pro Plus – Deployment Guide for Admins
https://technet.microsoft.com/en-us/library/gg715562.aspx
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3. Managing Ongoing Maintenance
3.1. User Provisioning Process
UMRA will be ready to fulfill the O365 needs once the proposal and new costs have been accepted.

 

CI Opportunity:

1.  Recommend cost benefit analysis to identify the differences between maintaining the spreadsheets for tracking user licensing versus updated costs associated with new UMRA proposal.  Maintaining records of this size in a spreadsheet is very risky and time consuming so immediate UMRA implementation could be the best option for DET.
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User Provisioning
in O365 High Level Overview

	

	
	
	


3.2. Service Management
3.2.1. User Communications
<Insert DET Recommendations>

 

CI Opportunity:

1.  Have a central location (recommend DET website) for communications and help to be posted for users.
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Who is responsible for providing DET recommendations?



	

	
	
	


3.2.2. Agency Help Desk or Desktop Support
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Confirm the location of this activity.



Linked Processes
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Desktop Support
in O365 High Level Overview

	

	
	
	


3.2.3. Support Type
3.2.4. Enterprise Service Desk
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3.2.5. Office 365 Support
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Office 365 Support
in O365 High Level Overview

	

	
	
	


Glossary


Participants, Business Owners, Experts

	Value
	Description

	Project Manager
	


Problems

	Value
	Description

	Are there any policy decision to be made or are there none pending?
	

	Confirm the location of this activity.
	

	Exchange On Premises migration direction is similar - where/what is it?  Attach.  Ann is ff with agencies.
	

	Flow & dissemination of Policy Decisions all the way to the end user.
	

	Has a decision been made on if this will be activated or not?
	

	Is this other projected coordinated with the O365 project?
	

	Playbook states the OneDive migration is part of the Enterprise File Store & Sync Project" - Whose project is that?  Ann will ff.
	

	What is the timeframe that is considered periodic?
	

	Who is responsible for providing DET recommendations?
	

	Will DET be moving to OneDrive?
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