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Accomplishments

The State of Wisconsin's executive branch has made enormous strides in serving our
immediate customers, and through them, Wisconsin residents and businesses. These
accomplishments, from the prior two years, showcase the critical roles that information
technology plays in supporting the prosperity of all Wisconsinites.

Some of the changes made were streamlining workflows, enhancing security measures,
maximizing use of existing data, and creating solutions that enhance service and program
delivery. These advancements ensure that Wisconsin remains at the forefront of
technological progress, adapting to meet the evolving needs of its citizens.

2022 - 2024 GOAL: SERVING WISCONSIN

Embrace self-service and digital-first service delivery through modern
technology.

Objective 1: Ensure all individuals have Objective 2: Promote the voice of
equitable access to digitally provided State customers in enhancing program and
government services. service delivery.

Objective 3: Foster a data-sharing culture where open
data is readily available to empower State leaders and
the public to make data-driven decisions.
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SECURING WISCONSIN

2022 - 2024 Goal: Secure State systems and data by refining strategies to
mitigate risk for individuals and other key stakeholders, including operational
changes due to unexpected events.

Objective 1: Pursue statewide efforts to Objective 2: Expand the State's cyber
strengthen cybersecurity and enhance risk incident response capabilities.
mitigation practices.

Objective 4: Enhance education,
information sharing and relationship building
amongst cyber professionals and
stakeholders statewide.

Objective 3: Improve Zero Trust and
Application Security.

¢ Federal Cybersecurity Grants: Secured an $18 million grant from the State and Local Cybersecurity Grant
Program (SLCGP) to enhance cybersecurity in local governments, rural areas, school districts, and critical
infrastructure through system security improvements, operational interoperability, and cybersecurity training.

e Cybersecurity Plan: Created a State Cybersecurity Plan accepted by the Federal Emergency Management
Agency (FEMA) that comprises information on the State's security policies, procedures, and remediation plan
concerning countermeasures. This plan ensures the integrity of operations and the security of the State's critical
assets.

e Multi-Factor Authentication (MFA) Strategy: Released a strategy and roadmap to implement MFA across State
systems, significantly reducing the risk of unauthorized access and protecting constituents and business services
from cyber threats.

» Security Information and Event Management (SIEM) Tool: Implemented a new SIEM tool to enhance threat
detection by analyzing and responding to security threats before they impact State operations.

e Cyber Response Team (CRT): Added members to cyber response team which is nationally recognized as part of
the State’s response to major cyber incidents by analyzing threats, performing assessments, and exchanging
critical cybersecurity information.

e Governor's Cybersecurity and Women in Cybersecurity Summits: Hosted annual events attracting over 400
attendees from the private and public sectors to learn about evolving cyber threats and trends.

* Alignment with National Institute of Standards and Technologies (NIST) and Center for Internet Security (CIS)
Controls: Conducted annual reviews of security policies, standards, and procedures, with NIST and CIS Critical
Security Controls. Key strategies include regular assessments of the enterprise's security posture through
penetration testing, vulnerability scans, and leveraging partnerships.

¢ Homeland Security Council (HSC) Cybersecurity Subcommittee: Created to improve the State's ability to
respond to significant cyberattacks that adversely affect the State’s ability to delivery critical services, protect
confidential data, and secure critical infrastructure. This allows for heightened levels of coordination, information
sharing, and emergency response capabilities.
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OPTIMIZING WISCONSIN

2022 - 2024 Goal: Modernize State agency legacy data and technology assets
to achieve greater efficiency and effectiveness in delivering government
services and operations.

Objective 1: Prioritize investments in current Objective 2: Strengthen vendor management
and emerging technologies to accelerate practices to encourage wider usage of
sustainable, scalable modernization of solutions that align with DET’s enterprise
legacy, outdated technologies. architecture, including cloud services, where

C . . demonstrable efficiencies can be gained.
Objective 3: Utilize business process g

improvement practices to achieve greater Objective 4: Encourage a common user
agency productivity and efficiency. experience for individuals across agencies.

Objective 5: Replace paper-based services with digital-
first services whenever practicable.
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WORKING WISCONSIN

2022 - 2024 Goal: Adopt practices that strengthen Wisconsin's State
government workforce.

Objective 1: Connect State IT recruitment Objective 2: Increase employee mobility
efforts with goals identified in agency and flexibility.

Diversity, Equity, Inclusion, and Belonging

(DEIB) plans and leverage State resources to

address gaps.

Objective 3: Encourage “Anywhere in Wisconsin” hiring
for positions that can work remotely.

» Governor's Task Force on Workforce and Artificial Intelligence (Al): Analyzed the current and future impact of
generative Al on Wisconsin's labor market and industries with members from labor, IT, state workforce, and
private sectors.

e Registered Apprenticeship Initiative: Expanded to build the local talent pipeline through partnerships with local
schools and colleges, offering structured on-the-job training paired with classroom instruction.

e “Anywhere in Wisconsin” Recruitment: DOA IT vacancy rates fell from 6% to 4% after DOA began utilizing
‘Anywhere in Wisconsin’ remote hiring practices.

 State Transforming Agency Resources (STAR) Geospatial Data Dashboard: Developed to increase transparency
around workforce initiatives described in Wisconsin's 2030 Vision.

e Cyber Workforce Initiative: Addressed workforce challenges highlighted in 2023 reports by National Association
of State Chief Information Officers (NASCIO), showcasing efforts in wellness, diversity, equity, inclusion, and
belonging, IT job classification studies; and the cyber workforce website.

e Workforce Innovation: Bolstered Wisconsin's IT workforce through innovation grants, new apprenticeship
pathways, and attracting companies that support an innovative workforce.

e DOA's Enterprise Management Development Academy (EMDA): Encouraged and supported IT professionals
preparing to be new and aspiring managers for leadership roles in State service. The program includes projects,
fostering cross-agency networking, skills training, allowing for an interconnected culture in leading change.
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