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User De-Provisioning Process
 

CI Opportunity:

1.  Consider putting a policy in place to avoid permanent orphaned data.
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1. Managing Request
1.1. Receives Request to De-Provision
Receives de-provisioning request through agency ticketing system.
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Agency Admin

.

	

	
	
	


2. Managing Validation & Processing
2.1. Modify User Account in UMRA/STAR
2.2. Every 30 Minutes
2.3. Automatic Sync on premise AD to O365
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Agency Admin

.

	

	
	
	


2.4. User loses access to the licensed application(s)
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Agency Admin

.

	

	
	
	


2.5. License returns to the License Pool
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Cloud O365

.

	

	
	
	


2.6. Application Type
2.7. SharePoint Content will remain
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Cloud O365

.

	

	
	
	


2.8. OneDrive for Business sent to recycle bin
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Cloud O365

.

	

	
	
	


2.9. Remove after 30 Days
2.10. Can make copies until data is removed
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Cloud O365

.

	

	
	
	


2.11. 30 Day Retention Begins
2.12. Litigation or in-place hold (Exchange Mailbox only)?
2.13. Method of retention
2.14. Mailbox becomes Inactive, viewable via eDiscovery
CI Opportunity:
1.  Consider putting a policy in place to avoid permanent orphaned data.
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Cloud O365

.

	

	
	
	


2.15. Convert to Shared Mailbox
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Cloud O365

.

	

	
	
	


2.16. Legal Hold?
2.17. If utilizing legal hold, apply exchange plan 2 license
	
	
	

	
	Linked Processes
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User Provisioning
in O365 High Level Overview

	

	
	
	


2.18. Mailbox marked for removal after 30 Days
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Cloud O365

.

	

	
	
	


2.19. User loses access to the licensed application(s)
	
	
	

	
	Participants
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Agency Admin

.
Problems
Severity

Frequency

[image: image13.png]



Office Applications become Read-Only at next subscription check.
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2.20. License remains assigned to the User
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Agency Admin

.

	

	
	
	


2.21. All Data remains tied to O365 Account until manual removal of license
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Agency Admin

.

	

	
	
	


2.22. Open Cherwell SR to DET
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Agency Admin

.

	

	
	
	


2.23. Remove license manually
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DET

.

	

	
	
	


3. Managing Reporting & Maintenance
3.1. Notify Manager of Account Update(s)
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Agency IAM Administrator

.

	

	
	
	


3.2. Update & Close Cherwell SR
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DET

.

	

	
	
	


Glossary


Participants, Business Owners, Experts

	Value
	Description

	Agency Admin
	

	Agency IAM Administrator
	

	Cloud O365
	

	DET
	


Problems

	Value
	Description

	Office Applications become Read-Only at next subscription check.
	


Low





Low
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