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[bookmark: _Toc375119879]Web Security Service Offering:   
This document is a guide to be used by an agency when they are starting a subscription to the DET Web Security Service Offering and are implementing Zscaler at their agency.    
0. Web Security Service Offering Definition (SOD):  http://enterpriseit.wi.gov/docview.asp?docid=13280&locid=101
0. Web Security Roles and Responsibility (R&R): http://enterpriseit.wi.gov/docview.asp?docid=13238&locid=101
0. Web Security Rate:    http://enterpriseit.wi.gov/docview.asp?docid=13269&locid=101
(Under the network management section listed as “Web Security Service”) 
[bookmark: _Toc375119880]Subscribing to the Web Security Service Offering:  
To subscribe to this service offering please submit a service request to DET requesting to have your agency subscribe to the Web Security Service Offering .   
· Zscaler is licensed by the number of users accessing the internet.  So DET will need to know how many Zscaler licenses the agency will need for their implementation.  Licenses are per user so if a user accesses the internet with multiple devices they will only require one licesnse.  Licenses will need to be purchased off of contract for each agency so this information will be needed shortly after the agency identifies their intent to go to Zscaler.  Purchasing licenses off of contract will take approximately 2 business weeks.  DET can work with the agency to help them identify the number of licenses they may need since Websense is licensed differently.   
· The length of time to implement to Zscaler will vary by agency.    Below is a high-level task list and estimated times for setting up an agency in Zscaler.   
· Licenses and Org setup:    2 to 4 weeks for DET to get the licenses purchased, for Zscaler to create the agency organization and for DET/Zscaler to setup and configure the GRE tunnels. 
· Agency setup their policies:   To be determined by the  agency (estimate is  1 to 12 weeks depending on the complexity of the agency, what the agency wants to do and how available agency staff is to setup Zscaler.)   
· Cutover of all agency staff to new tool:  To be determined by the  agency (estimate is 2 to 12 week depending on the complexity of the agency and the agencies plan for cutting staff over.  Whether they want to do a big bang or cutover different subnet groups.) 
[bookmark: _Toc375119882]Lessons Learned from Initial  Zscaler Migrations   
The purpose of this lesson learned document is to provide items learned from agencies who have implemented and are using Zscaler.  

 




Setup Check-List:  To be used as a working document by an agency as they implement Zscaler. 
	[bookmark: _Toc375119883]Administrator Items

	Setup Item
	Description 
	Notes
	Date Complete

	1. Initial agency admins 
	Identify initial staff to be admins for the agency and provide that information to DET.  DET will setup the initial admins in the agency’s Zscaler organization.  
	
	

	2. Add additional admins
	After the initial admins have been setup the agency admins will add and maintain the admins for the agency.
	
	

	3. Determine agency contacts for Zscaler communications
	Identify contacts within your agency and provide the information to DET.   DET will add those people to the ‘DOA DL DET Web Security Services Customers’ distribution list (DL).     
	This DL is used by Zscaler and State staff to communicate upgrades, issues, or general information.
	

	4. Determine and setup policies for the agency.   
	Create the policies for your agency.     Note:  Zscaler does not allow nested groups.    
	
DOA Policies as of September, 2013:  


	

	

	[bookmark: _Toc375119884]Authentication:

Zscaler Authentication Write-up for the State of Wisconsin:   


Zscaler Authentication Diagram for the State of Wisconsin: 


Instructions for Delegation Agency Managed Groups:   




	Setup Item
	Description 
	Notes 
	Date Complete

	5. ADFS Setup 
	DET will setup ADFS for the agency. 
	
	

	6. Create AD Groups
	A base group of all users can be setup by DET upon request by the agency via a sercive request.  Otherwise all other groups will need to be setup by the agency.  
	Group Naming Standards: 
· GACC_WCF_<Agency Acronym>_<group name> 
· Agencies will determine the <group name>  for each group. 
	

	7. Identify all authentication exceptions for the agency
	Authentication exceptions are subnets or specific IPs where staff without an enterprise accounts ID access’s the internet.  Examples are guest wireless, training rooms, specific PCs etc.    
	
	

	8. Address authentication exceptions.
	For authentication exceptions identified the agency will need to determine a sub-site, create a policy for the sub-site and have DET route the traffic into the tunnel.    
	Unathenticated connections are counted as one user license.   
	

	

	[bookmark: _Toc375119885]Network Access:

	Setup Item
	Description 
	Notes
	Date Complete

	9. Identify Test Subnets 
	Identify subnets the agency would like to use for testing Zscaler and coordinate with DET.  
	
	

	10. PAC Files
	PAC files would be used for mobile users.   
	Zscaler PAC File Best Practices:  
· Keep them lean
· Commonly evaluated sections at the top. (makes it faster) 
· Only do a DNS lookup once and then save it to a variable     
· Make efficient like coding   

	

	11. Fail Open / Fail Close design for the agency
	Fail open/close can be determined by subnet.     The agency should identify to DET how they want their subnets handled.       
	
	

	

	[bookmark: _Toc375119886]Applications Accessing the Internet:

	Setup Item
	Description 
	Notes 
	Date Complete

	12. Define servers / applications accessing the internet
	
	Enterprise security server policy:   http://securitydocs.enterprise.wistate.us/wiki/Server_Policy

	

	13. DET hosted servers are routed via Zscaler
	DET has created an unauthenticated policy that is applied to all DET hosted servers that are acceptable to have access to the internet.  
	Exception process to the enterprise security server policy on accessing the internet:  


	

	14. Agency hosted servers 
	Agency will determine how the servers they host will be handled if they access the internet.    
	
	

	

	[bookmark: _Toc375119887]Addressing Vendors Securing Their Applications via IP Address:

	Setup Item
	Description 
	Notes 
	Date Complete

	15. Identify vendor applications securing their applications with IP address
	The agency needs to work with all their application owners and technical support staff to see if they have vendors that secure their application by IP address over port 443 or port 80.
	
	

	16. Address each vendor application identified securing their application via IP address
	If an application is secured by an IP address the connection will break because the vendor will see a different source IP when they move to Zscaler.  This situation can be handled with one of many options.   
 
	Options include:     
1.)Provide the vendor with the new source IPs that DET can provide to you.  
2.) Setup this traffic to bypass Zscaler and for the traffic not to be filtered.  DET can assist with by-passing the traffic.   
3.) The vendor could  look at the header instead of the source IP.  For the State’s configuration the original requesting  IP will be IP address of the GRE tunnel for the agency sending the request.   

	

	

	[bookmark: _Toc375119888]Remote Devices on Public Internet:

	Setup Item
	Description 
	Notes 
	Date Complete

	17. Determine if the agency will protect State owned remote devices on the Public Internet.   
	
	
	

	18. Create PAC file 
	
	
	

	19. Have the agency’s remote devices point to the PAC file.   
	
	
	

	20. Lock down web browsers on the remote devices
	
	
	

	21. Test web browsers to verify they are working as planned.   
	
	
	

	

	[bookmark: _Toc375119889]SSL Decryption

	Setup Item
	Description 
	Notes
	Date Complete

	22. Use of SSL Decryption  
	Determine if and how the agency will use SSL Decryption
	Document on how SSL Decryption works with Zscaler:   


	

	23. Setup of SSL Decryption 
	If SSL decryption is going to be used configure SSL decryption in the admin tool and setup in the manner the agency has decided.     
	
	

	24. Determine distribution of certificate
	To use SSL decryption an agency will need to deploy the SSL Decryption certificate to the agency desktops.   The agency needs to determine how this certificate will be distributed.  
	The DET desktop group distributed the Zscaler certificate as a Group Policy to all DOA, DSPS and SASI staff for the IE and Chrome browsers.  
Deploying the Zscaler Root Certificate to Firefox is challenging, as the browser does not respect the system certificate store, and instead uses its own.  One method to deploy the cert to Firefox would be to use a batch file or script to replace the cert8.db file with a version that contains the Zscaler Root Certificate.  Another way is to create user instructions and have each user using Firefox import the certificate.      
	

	25. SSL bypass list 
	If an agency elects to turn on SSL decryption  Zscaler recommends adding certain sites to the SSL bypass list. 

	· dropbox - .dropbox.com
· LogMeIn - .logmeinrescue.com .logmein.com redswoosh.akadns.net box.net - .box.net .boxcloud.com
· Office365 - .outlook.com outlook.office365.com
· JoinMe - .join.me
· HSDC - corporate.hsdc.com
· Standard Bank - secure.businessonline.standardbank.co.za
· Google Drive (Desktop client) - .googleusercontent.com .google.com

	

	



[bookmark: CreatingADgroups]Zscaler High-Level Testing Template:   
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Web Security Service Offering
Zscaler Implementations Lessons Learned

The purpose of this document is to provide lessons learned from agencies who have implemented and are
using Zscaler. The document is intended to be a living document where as more agencies come onboard their
lessons learned would be added to this document.
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Browser Issues:
Agencies will want to test all the browsers their staff are using to see what issues and changes may need to be
made to browser settings to provide a smooth transition to Zscaler.

1. Supported Web Browsers:

a. Zscaler Admin screens: Zscaler supports the current and 1 previous IE browser

b. Filtering internet traffic with Zscaler: Zscaler allows for a wide range of browsers and versions
that is configurable by organization. Even though Zscaler supports older versions you will
want to test older browser versions because they may cause problems. DNR had a third party
application running on IE 6 and they were running into time-out issues that made it appear the
filtering was working sometime and not working other times. When in reality it was the time-
out issue with the old browser.

2. Internet Exployer (IE): Ingeneral an agency may need to change some IE policies depending
on standard policies they have setup for their desktop. An agency will want to test Zscaler thoroughly
to identify possible IE issues. DET also recommends each agency involving their desktop team at the
start of the project to assist with these types of issues. Below are specific IE issues that have been
identified during previous implementations.

a. Some users have set in Internet explorer to delete cookies on exit . This requires the user to login
to Zscaler each time they open Internet explorer. Two ways have been identied to resolve this
issue.

i. Uncheck cookies from deleting browsing history

ii. Check preserve favorites website data and then add https://gateway.zscalertwo.net/
as a favorite




https://gateway.zscalertwo.net/



x|

[+ Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster,

[+ Temporary Internet files
Copies of webpages, images, and media that are saved for
faster viewing.

[+ Cookies
Files stored on your computer by websites to save preferences
such as login information.

[+ History
List of websites you have visited.

[ Form data
Saved infor mation that you have typed into forms,

[ Passwords
Saved passwords that are autormatically filled in when you sign
in to a website yvou've previously visited.

[T InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit,

About deleting browsing Delete Cancel
history

In the IE security settings for trusted sites by policy if it is set to prompt when a lower security
level site attempts to open a more trusted site; with using ADFS to authenticate users with
Zscaler, users will receive this prompt when they use IE. One resolution to this issue is to
apply a group policy to add *.zscalertwo.net to the Trusted Sites.

Users receiving an |IE prompt each time they would go to an internet site because they were
going between security zones. One resolution to this issue was to change the IE setting of
"Websites in less privileged web content zone can navigate into this zone." to be ‘Enable’
instead of ‘Prompt’.

Users prompted prompted for zScaler authentication more than once, in Internet Explorer.
Two solutions have been identified for this problem.

i. Perform an IE settings reset. Select Tools... Internet Options... on the Advanced tab,
click the Reset button





2. Firefox

b.

-

Internet Opticns ? 2

| General | Security I Privacy I Content | Connections | Programs | Advanced l

Settings

@ Accessibility -
[T Always expand ALT text for images :
[T Enable Caret Browsing for new windows and tabs |:|
[7] Mowve system caret with focus/zelection changes
[7] Rezet text size to medium for new windows and tabs
Reset text size to medium while zooming™®
[ rezet zoom level for new windows and tabs

[=] Browsing
Automatically recover from page layout errors with Compz
[ Close unused folders in Hiztory and Favorites™
Disable script debugaing (Internet Explorer)
Disable script debugging (Other)
[7] Dizplay a notification about every script error

[¥] Dizplay Accelerator button on selection =
4| ] | 3

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state,

nﬁn Some settings are managed by your system administrator,

QK H Cancel ] Apply

e ~

ii. If an IE settings reset does not work then try a gpupdate /force and a restart.

Users have a no script plugin that blocks all JavaScript. DOA users added the Zscalertwo.net
site to the no script white list.

If an agency chooses to use SSL decryption there is a SSL root certificate required to be
installed for the browser. SSL decryption is provided by a man-in-the-middle method. Zscaler
acts as the client and decrypts the traffic from the SSL website and then Zscaler uses their
certificate to re-encrypt the traffic and send it to the end user. The end user would need the
Zscaler Root Certificate in their certificate store in order to decrypt the information without
any cert warnings. Deploying the Zscaler Root Certificate to Firefox is challenging, as the
browser does not respect the system certificate store, and instead uses its own. One method
to deploy the cert to Firefox would be to use a batch file or script to replace the cert8.db file
with a version that contains the Zscaler Root Certificate.





Application Vendors Securing Their Applications via IP Address:

Agencies need to work with all their application owners and technical support staff to see if they have vendors
that secure their application by IP address over port 443 or port 80. If it is secured by an IP address the
connection will break because the vendor will see a different source IP when they move to Zscaler. This
situation can be handle with one of the following options below:

1.

Provide the vendor with the new source IPs. This solution will allow all State users on Zscaler to
get to the vendor application. Upon request DET can provide an agency with the new source IPs.

Setup this traffic to bypass Zscaler and for the traffic not to be filtered. DET can assist with by-
passing the traffic.

When the Zscaler appliance receives a HTTP request of the source IP address, the request is
written and a header is added that includes the original requesting IP address. The vendor could
look at the header instead of the source IP. For the State’s configuration the original requesting IP
will be IP address of the GRE tunnel for the agency sending the request. The agency could
provide the IP address for their primary and back GRE tunnels for Zscaler to the vendor. To see the
requesting IP address you can go to IP.zscaler.com. The field called “Your Gateway IP Address
is XOOUXXX.XXX.XX"; Is the requesting IP address. DET can provide an agency with the IP
addresses for their primary and back-up Zscaler GRE tunnels. This is a good work around to limit
the traffic to one specific agency.  Zscaler has put together a very brief document that shows
what an X-Forwarded-For header looks like, and where it can be found. Please see the Word doc,
and the PCAP where they gathered the raw data from. You can use wireshark
(http://www.wireshark.org/download.html)to view the pcap file. for the uninitiated, when you
open the PCAP, find the frame in question, and then right click on it, and then click "follow TCP
stream" to see the payloads.

e https://webapps.wi.gov/sites/DET/Enterprise/swg/SWG%20Analysis%20and%?2
OProduct%20Purchase/Zscaler%20Agency%20Support%20Documentation/Illus
tration%200f%20the%20XFF.docx

e https://webapps.wi.gov/sites/DET/Enterprise/swg/SWG%20Analysis%20and %2
OProduct%20Purchase/Zscaler%20Agency%20Support%20Documentation/Wis
consin_XFF-sample 20131010-fmt9-01.pcap

Reporting:

1. Onreports seeing times display differently for a user than what is actual. For example, , user starts work
at 7:30 AM and stops at 4:00 PM but in Zscaler report we see time as 5:30 AM to 2:00 PM ; two hours
ahead. Each user needs to set the ‘Time Zone Setting’ in the Analytic portion of the tool. This is different
from the ‘Time Zone Setting’ in the main setup for the organization. So the main organization may be set
for Central Time but it seems the Time Zone’ in the Analytic portion of the tool is set to Pacific Time. The
State has asked for an enhancement request to have the ‘Time Zone Setting’ for each user to default to the
‘Time Zone Setting’ of the organization. Until the enhancement is created users will need to change the
‘Time Zone Setting’ in the Analytic portion of the tool.



http://www.wireshark.org/download.html

https://webapps.wi.gov/sites/DET/Enterprise/swg/SWG%20Analysis%20and%20Product%20Purchase/Zscaler%20Agency%20Support%20Documentation/Illustration%20of%20the%20XFF.docx

https://webapps.wi.gov/sites/DET/Enterprise/swg/SWG%20Analysis%20and%20Product%20Purchase/Zscaler%20Agency%20Support%20Documentation/Illustration%20of%20the%20XFF.docx

https://webapps.wi.gov/sites/DET/Enterprise/swg/SWG%20Analysis%20and%20Product%20Purchase/Zscaler%20Agency%20Support%20Documentation/Illustration%20of%20the%20XFF.docx

https://webapps.wi.gov/sites/DET/Enterprise/swg/SWG%20Analysis%20and%20Product%20Purchase/Zscaler%20Agency%20Support%20Documentation/Wisconsin_XFF-sample_20131010-fmt9-01.pcap

https://webapps.wi.gov/sites/DET/Enterprise/swg/SWG%20Analysis%20and%20Product%20Purchase/Zscaler%20Agency%20Support%20Documentation/Wisconsin_XFF-sample_20131010-fmt9-01.pcap

https://webapps.wi.gov/sites/DET/Enterprise/swg/SWG%20Analysis%20and%20Product%20Purchase/Zscaler%20Agency%20Support%20Documentation/Wisconsin_XFF-sample_20131010-fmt9-01.pcap



SSL Decryption:
If an agency elects to turn on SSL decryption Zscaler recommends adding the following sites to the SSL bypass
list.

dropbox - .dropbox.com

e LogMeln - .Jogmeinrescue.com .logmein.com redswoosh.akadns.net box.net - .box.net .boxcloud.com
e Office365 - .outlook.com outlook.office365.com
¢ JoinMe - .join.me
e HSDC - corporate.hsdc.com
e Standard Bank - secure.businessonline.standardbank.co.za
e Google Drive (Desktop client) - .googleusercontent.com .google.com
Office 365 bypass URLs:

One agency was having problems using MS Lync with Zscaler. This was resolved by adding the following Office
URLs to the authorization bypass list in Zscaler.

.outlook.com
.microsoftonline.com
.microsoftonline-p.com
.microsoftonline-p.net
.microsoftonlineimages.com
.microsoftonlinesupport.net

ync.com
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http://dropbox.com/

http://logmeinrescue.com/

http://logmein.com/

http://redswoosh.akadns.net/

http://box.net/

http://box.net/

http://boxcloud.com/

http://outlook.com/

http://outlook.office365.com/

http://join.me/

http://corporate.hsdc.com/

http://secure.businessonline.standardbank.co.za/

http://googleusercontent.com/

http://google.com/

http://outlook.com/

http://microsoftonline.com/

http://microsoftonline-p.com/

http://microsoftonline-p.net/

http://microsoftonlineimages.com/

http://microsoftonlinesupport.net/

http://lync.com/
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      PDT

    		State of Wisconsin - 

    DoA

    		servicesupport$@doa.wisconsin.gov







  

  

    		

    		Consolidated Policy Page

    		[image: ] 



  

    		

    		[ Restore 

      point: Policies-912-2013  Created On: Sep 12 2013 

      15:36:06]

    		



















  

  

    		Web Actions & Exclusions

    		







  

  

    		

      

        

        

          		Configure Web Actions & 

            Exclusions 

          		[image: ] 







  

    		Configure Actions for Web-based 

  Malware



  

    		Block malware detected on incoming 

      transactions

    		Block



  

    		Block malware detected on outgoing transactions

    		Block



  

    		Password Protected or Unscannable 

  Files



  

    		Block password protected archive files

    		  



  

    		Block unscannable files

    		  



  

    		

      

        

        

          		

            Bypass List for Secure 

            Services


            

            

              

              



              

                		Bypass Anti-Virus, Anti-Spyware 

                  and Malware, 
and Advanced Security protection, and allow 

                  all 
content from the following trusted sites 
(one URL 

                  per line)

                		












  

    		







  

  

    		Information about Web Actions & 

      Exclusions policy modification is not 

available.




















  

  

    		Anti-Virus and Anti-Spyware Policy

    		







  

  

    		

      

        

        

          		Configure Security Inspection 

            Policy 

          		[image: ] 

      







  

    		Security inspection policy is common to 

      HTTP/HTTPS communication inspected by this service. 



  

    		Inbound and Outbound Inspection 
Enable inspection of incoming and outgoing traffic for detection 

      of malicious content. 



  

    		Inspect traffic coming into your 

    organization

    		[image: ] 



  

    		Inspect traffic going out of your organization

    		[image: ] 

  







  

  

    		Malware Detection Policy



  

    		

      Virus


    		

      Spyware


    		

      Other Malware




  

    		Virus

    		Detect

    		Dialer

    		Detect

    		Archive Bomb

    		Detect



  

    		Unwanted Applications

    		Detect

    		Backdoor Trojan

    		Detect

    		Exploits

    		Detect



  

    		Boot Sector

    		Detect

    		Adware

    		Detect

    		Malware Tools

    		Detect



  

    		Trojan

    		Detect

    		Backdoor Proxy

    		Detect

    		Other Risks

    		Detect



  

    		Worm

    		Detect

    		Password Stealer

    		Detect

    		 

    		 



  

    		 

    		 

    		Downloader

    		Detect

    		 

    		 



  

    		 

    		 

    		Other Spyware

    		Detect

    		 

    		 







  

  

    		Information about Web Actions & 

      Exclusions policy modification is not 

available.

















.
































  

  

    		File Type Control

    		







  

  

    		

      

        

        

          		Configure File Type Block Policy

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at first match. 



  

    		Rule Order

    		Status

    		URL Category

    		File Type

    		Upload/Download

    		Action

    		Who

    		Gateway Location

    		When

    		Last Update By

    		Last Update 

Time








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 





















  

  

    		Advanced Security - Browser Control

    		







  

  

    		

      

        

        

          		Configure Advanced Security 

            Policies

          		[image: ]







  

    		Older browsers with known vulnerabilities 

      increase the security risk for an organization. Allowing a limited set of 

      browsers reduces risk. 



  

    		 

    		Select



  

    		Secure Browsing 



  

    		Warn if browser, browser plugins, or applications are 

      outdated/vulnerable

    		  



  

    		Browser Control



  

    		Allow All Browsers

    		[image: ] 



  

    		

      

      

        

        

          		Block Selected Browsers:



        

          		

             


          		

            All Older Versions


          		

            Specific Versions




        

          		Microsoft Internet Explorer

          		  

          		  v 6 

          		  v 7 

          		  v 8 

          		  v 9 

          		    v 10 



        

          		Mozilla Firefox

          		  

          		    v 16 

          		    v 17 

          		    v 18 

          		    v 19 

          		    v 20 



        

          		Apple Safari

          		  

          		  v 2 

          		  v 3 

          		  v 4 

          		  v 5 

          		  v 6 



        

          		Opera

          		N/A 

          		    v 8.5 

          		    v 9.x 

          		 

          		 

          		 



        

          		Netscape Navigator

          		N/A 

          		  v 4 

          		  v 6 

          		  v 7 

          		  v 8 

          		 



        

          		Google Browser Chrome

          		  

          		    v 21 

          		    v 22 

          		    v 23 

          		    v 24 

          		    v 25 

        













  

  

    		Information about Web Actions & 

      Exclusions policy modification is not 

available.




























  

  

    		Advanced Threat Policies

    		







  

  

    		Configure Organization's 

      Tolerance for Risk



  

    		

      



      








  

  

    		

      

        

        

          		Configure Web Security Policy

          		[image: ] 







  

    		 

    		Allow

    		Block



  

    		Botnets



  

    		Command & Control Server
(Block bots 

      connecting to known C&C servers)

    		  

    		[image: ] 



  

    		Command & Control Traffic
(Block bots 

      sending/receiving C&C commands)

    		  

    		[image: ] 



  

    		Malicious Active Content



  

    		Malicious Content and Sites
(Detect and block 

      known malware sites)

    		  

    		[image: ] 



  

    		Vulnerable ActiveX Controls
(Blocks sites from 

      accessing known vulnerable ActiveX controls)

    		  

    		[image: ] 



  

    		Browser Exploitation
(Block attempts to 

      exploit known Web browser vulnerabilities)

    		  

    		[image: ] 



  

    		File Format Vulnerability Detection
(Detect 

      known file format vulnerabilities in Microsoft Office documents)

    		[image: ] 

    		  



  

    		Fraud



  

    		Known Phishing Sites
(Prevent users from going 

      to known phishing sites)

    		  

    		[image: ] 



  

    		Suspected phishing sites
(Heuristic detection 

      of fraudulent content)

    		  

    		[image: ] 



  

    		Suspected Adware/Spyware Sites
(Heuristic 

      detection pages copied from legitimate sites)

    		  

    		[image: ] 



  

    		Web Spam

    		[image: ] 

    		  



  

    		Unauthorized Communication



  

    		IRC Tunneling
(Detect and block IRC traffic 

      being tunneled through HTTP)

    		  

    		[image: ] 



  

    		Anonymizers
(Detect and block traffic destined 

      for anonymizing Web proxies)

    		  

    		[image: ] 



  

    		Cross-Site Scripting (XSS)



  

    		Cookie stealing
(Prevent XSS attacks from 

      stealing cookie content)

    		  

    		[image: ] 



  

    		Potentially malicious requests
(Detect common 

      XSS attack patterns in Web requests)

    		  

    		[image: ] 



  

    		Suspicious destinations



  

    		Block all traffic destined to the following countries or 

      regions 
(separate by commas)

    		








  

  

    		

      

        

        

          		Configure P2P Control Policy

          		[image: ]







  

    		 

    		Allow

    		Block



  

    		P2P File Sharing



  

    		BitTorrent

    		  

    		[image: ] 



  

    		P2P Anonymizer



  

    		Tor

    		  

    		[image: ] 



  

    		P2P VOIP



  

    		Skype

    		  

    		[image: ] 



  

    		Google Talk Desktop Client

    		  

    		[image: ] 

  







  

  

    		







  

  

    		Information about Web Actions & 

      Exclusions policy modification is not 

available.




















  

  

    		Email Actions & Exclusions

    		  







  

  

    		

      

        

        

          		Configure Antivirus Policy for 

            SMTP Attachments 

          		[image: ] 

      







  

    		If an email contains malware, the message 

      will be rejected and not delivered.



  

    		Inbound and Outbound Attachment 

    Inspection



  

    		Emails are scanned for all types of 

      Malware (Viruses, Spyware, Trojans, Worms), Zero Day Threats and 

    Phishing.



  

    		Email with malicious attachments coming into 

      your organization

    		Block 



  

    		Email with malicious attachments going out of your 

      organization

    		Block 



  

    		Encrypted or Unknown File Types



  

    		Encrypted or password protected archive files in 

      attachments

    		Allow 



  

    		Unscannable attachments

    		Allow 



  

    		

      

        

        

          		

            Exclusions


            

            

              

              

                		Bypass Antivirus, Antispyware 

                  and other Malware inspection 
and allow all files from 

                  these trusted domains or email addresses 
(One domain or 

                  email address entry per line)

                		












  

    		

      

        

        

          		

            Email Security Notifications


            

            

              

              

                		Virus Notification 
(Notify 

                  recipient for inbound email or the sender for outbound email 

                  when a malicious email is dropped) 

                		None



              

                		Unscannable Notification 

                  
(Notify recipient for inbound email or the sender for 

                  outbound email when a unscannable email is dropped) 

                		None












  

    		







  

  

    		Information about Web Actions & 

      Exclusions policy modification is not 

available.














  

  

    		Anti-Spam 

Policy







  

  

    		

      Define Rules for Anti-Spam 

      Policy


      [image: ] 




  

    		Use sliders to control how aggressively 

      spam is classified per policy. Area between Spam and Clean is treated as 

      suspect. Spam is always rejected. 



  

    		



  

    		

      

        

        

          		Rule Order

          		Status

          		Spam Categorization 

          		Suspect Action 

          		Recipient 









  

    		 



  

    		Spam Notification Settings



  

    		Portal CSS

    		<STYLE>

BODY {word-wrap: break-word;}

IMG {border:none;}

#header {margin:0px; height:50px; float:inherit;}

.logobox {width: 190px; height: 45px; margin: -15px 0px 2px 0px;padding-left: 25px;}

.topnav {

color:#333333; font-size:11px; text-align:right; margin-top:0;

margin-right:0; margin-bottom:0; margin-left:0px; padding-top:4px;

padding-right:10px; text-decoration: none; padding-bottom:0px;

vertical-align:top; font-family:Verdana,Arial,Helvetica,sans-serif;

}

SPAN {font-family:Verdana,Arial,Helvetica,sans-serif; font-size:15.0px;}

#msgdigest {width:100%; border-collapse:collapse;

font-family:Verdana,Arial,Helvetica,sans-serif;}

#msgdigest TD, #msgdigest TH {padding: 5.0px;

font-size: 13px; border: 1px solid rgb(96, 149, 201);}

#msgdigest TH {

font-size: 15.0px; font-weight: bold; font-variant: small-caps;

text-align: center; color: #FFFFFF; background-color: rgb(79, 129, 189);

}

#msgdigest TR.alt TD {color: #000000; background-color: rgb(219, 229, 242);}

DIV.ztitle {

margin:4px background-color:white; color:rgb(1, 81, 152);

text-align:center; font-size:25.0px; font-weight:bolder;

font-variant:small-caps; font-family:Verdana,Arial,Helvetica,sans-serif;

}

DIV.zlink {

margin:4px text-align:center; font-size:15.0px; font-weight:bold;

font-variant:small-caps; font-family:Verdana,Arial,Helvetica,sans-serif;}

DIV.container {margin:0 auto margin-top:40px width:260px}

DIV.success {

border:solid 0px #349534; background-color:rgb(219, 229, 242);

color:#008000; font-weight:bold; padding:4px; text-align:center;}

DIV.failure {

border:solid; background-color:rgb(219, 229, 242); color:#CC0000;

font-weight:bold; padding:4px; text-align:center;}

DIV.description {font-family:Verdana,Arial,Helvetica,sans-serif; font-size: 13px;}

DIV.zbuttons {align:right; font-family:Verdana,Arial,Helvetica,sans-serif;}

DIV.htmbr {background-repeat:repeat-x; height:5px; width:100%}

DIV.zclear {clear: both;}

DIV.zheader {background-repeat:repeat-x; height:45px; width:100%}

DIV.ztop {width:100%; float:left}

</STYLE>

         



  

    		Portal HTML

    		<HTML>

<HEAD><TITLE>Quarantine Portal</TITLE>${STYLES}</HEAD>

<BODY ONLOAD="zinit()">

${TOPNAV}

<DIV CLASS=ztitle>Quarantine Portal</DIV>

<DIV CLASS=zclear><BR></DIV>

<DIV CLASS=description>

The message(s) below have been blocked by your administrator as suspected spam. If you wish to release or delete the messages, select them and click the appropriate <b>Release</b> or <b>Delete</b> button. If no action is taken, messages will be automatically deleted after 30 days.</DIV>

<DIV CLASS=zclear><BR></DIV>

${MSGLIST}

</BODY>

</HTML>

               



  

    		Custom Notification Template

    		Default



  

    		 



  

    		Enterprise Settings for Anti-Spam Policy



  

    		

      

        

        

          		Custom Text to Prepend for Suspect Spam

          		

             




        

          		Spam WhiteList by IP
(Enter 

            one IP, Subnet (CIDR), or IP range per line) 
For Example: 

            
  10.10.100.1 
  10.10.0.0/24 

            
  10.10.1.1-10.10.1.233

          		



        

          		Spam WhiteList by 

            Domain
(Enter one Email address/Domain per line) 
For Example: 

            
  trusted.user@domain.com 

          
  partner.com

          		



        

          		Spam Blacklist by IP
(Enter 

            one IP address per line) 


          		 

          












  

  

    		

      

        

        

          		

          		











  

  

    		Information about  Anti-Spam Policy 

      policy modification is not available.

















.
































  

  

    		URL Policy

    		







  

  

    		

      

        

        

          		Define Rules for URL Policy

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at the first match. Social Media 

      policies take priority over URL policy. Default policy is to allow all. 

  



  

    		Rule Order

    		Status

    		URL Category

    		Request

    		Action

    		Who

    		Gateway Location

    		When

    		Daily Quota

    		Last Update By

    		Last Update Time



  

    		1

    		Enabled

    		Social Networking

    		All

    		Block

    		GACC_WCF_DOA_SocialMediaBlockedUsers

    		Everywhere

    		Always

    		None

    		 

    		 



  

    		2

    		Enabled

    		Gambling

    		All

    		Allow

    		GACC_WCF_DOA_GamingLotteryUsers

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 



  

    		3

    		Disabled

    		News and Media

    		All

    		Block

    		Koivunen, James A - DOA

    		Everywhere

    		Always

    		None

    		 

    		 



  

    		4

    		Enabled

    		Adult themes, Lingerie/Bikini, Nudity, 

      Pornography, Sexuality, Adult Sex Education, K-12_sex_Education, Social 

      Networking Adult, Drugs, Gambling, Violence, 

      Tasteless, Militancy/Hate and Extremism, Illegal or 

      Questionable, social_Games, Spyware/Adware, Blocked Sites, 

    ServiceCheck

    		All

    		Block

    		All

    		Everywhere

    		Always

    		None

    		 

    		 



  

    		5

    		Enabled

    		Society and Lifestyle, Health, 

      Sports, Special Interests/Social Organizations, Shopping 

      and Auctions, social_and_Family Issues, Religion, 

      Internet Communication, Education, Business and 

      Economy, Job/Employment Search, Information Technology, 

      Miscellaneous, Travel, Vehicles, Government and 

      Politics, Entertainment_recreation, News and Media, 

      Allowed Sites

    		All

    		Allow

    		All

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 







  

  

    		

      

        

        

          		Advanced

          		[image: ]





      

        

        

          		Dynamic Categorization



        

          		Dynamically categorize URLs by 

            analyzing content

          		  



        

          		Consider Embedded Sites when 

            Categorizing URLs 

          		  

          		[image: ] 

          



        

          		Default Actions



        

          		Enforce SafeSearch for web, image and 

            video search

          		[image: ] 

          		[image: ] 












Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 














.
































  

  

    		Webmail Policy

    		







  

  

    		

      

        

        

          		Define Rules for Webmail Policy

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at the first match. Social Media 

      policies take priority over URL policy. Default policy is to allow all. 

  



  

    		Rule Order

    		Status

    		Webmail

    		Action

    		Who

    		Gateway Location

    		When

    		Daily Quota

    		Last Update By

    		Last Update Time



  

    		1

    		Disabled

    		Gmail, Yahoo! Mail, Windows Live Hotmail

    		Allow Viewing Webmail, Allow Sending 

      Attachments

    		All

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 



  

    		2

    		Disabled

    		AOL Mail, Rediffmail

    		Allow Viewing Webmail, Allow Sending 

      Attachments

    		All

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 














.
































  

  

    		Instant Messaging Policy

    		







  

  

    		

      

        

        

          		Define Rules for Instant Messaging 

            Policy

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at the first match. Social Media 

      policies take priority over URL policy. Default policy is to allow all. 

  



  

    		Rule Order

    		Status

    		Instant Message Applications

    		Action

    		Who

    		Gateway Location

    		When

    		Daily Quota

    		Last Update By

    		Last Update Time



  

    		1

    		Disabled

    		All

    		Allow Chat, Allow File Transfer

    		All

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 



  

    		2

    		Disabled

    		GTalk Gadget - Google Web IM, Meebo - Web IM

    		Allow Chat, Allow File Transfer

    		All

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 














.
































  

  

    		Streaming Media/File share Policy

    		







  

  

    		

      

        

        

          		Define Rules for Streaming 

            Media/File share Policy

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at the first match. Social Media 

      policies take priority over URL policy. Default policy is to allow all. 

  



  

    		Rule Order

    		Status

    		Streaming Media/File share Sites

    		Action

    		Who

    		Gateway Location

    		When

    		Daily Quota

    		Last Update By

    		Last Update Time



  

    		1

    		Disabled

    		YouTube, Google Video, Yahoo! Video

    		Allow View/Listen, Allow Upload

    		All

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 



  

    		2

    		Disabled

    		Blip, Veoh, Break.com

    		Allow View/Listen, Allow Upload

    		All

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 














.
































  

  

    		Social Networks and Blogging Policy

    		







  

  

    		

      

        

        

          		Define Rules for Social 

            Networks/Blogging Policy

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at the first match. Social Media 

      policies take priority over URL policy. Default policy is to allow all. 

  



  

    		Rule Order

    		Status

    		Websites

    		Action

    		Who

    		Gateway Location

    		When

    		Daily Quota

    		Last Update By

    		Last Update Time



  

    		1

    		Enabled

    		Facebook

    		Block Web Use, Block Posting

    		GACC_WCF_DOA_FacebookBlockedUsers, Pangli, 

      Surinder S - DOA

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 



  

    		2

    		Disabled

    		MySpace, orkut, Facebook, Blogger, Slashdot

    		Allow Web Use, Allow Posting

    		All

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 



  

    		3

    		Disabled

    		Yahoo! Groups, Google Groups, MSN Groups

    		Allow Web Use, Allow Posting

    		All

    		Everywhere

    		Always

    		Unlimited Time, Unlimited Bandwidth

    		 

    		 








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 














.
































  

  

    		Business Usage/Productivity Policy

    		







  

  

    		

      

        

        

          		Define rules for Business 

            Usage/Productivity policy

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at first match. 



  

    		Rule Order

    		Status

    		Business Usage/Productivity Sites

    		Action

    		Who

    		Gateway Location

    		When

    		Daily Quota

    		Last Update By

    		Last Update 

Time








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 














.
































  

  

    		Enterprise/Collaboration Policy

    		







  

  

    		

      

        

        

          		Define rules for 

            Enterprise/Collaboration policy

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at first match. 



  

    		Rule Order

    		Status

    		Collaboration Sites

    		Action

    		Who

    		Gateway Location

    		When

    		Daily Quota

    		Last Update By

    		Last Update 

Time








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 














.
































  

  

    		Bandwidth Control Policy

    		







  

  

    		

      

        

        

          		Define Policy for Bandwidth 

          Control

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at first match. Unless otherwise 

      defined, URLs fall into "General Browsing" by default. 



  

    		Rule Order

    		Status

    		Applications class

    		Maximum Sessions

    		Maximum Bandwidth

    		Minimum Bandwidth

    		Gateway Location

    		When

    		Last Update By

    		Last Update Time



  

    		1

    		Disabled

    		Streaming Media/File Share

    		Unlimited

    		90%

    		0%

    		Everywhere

    		Always

    		 

    		 



  

    		2

    		Disabled

    		Large Files

    		Unlimited

    		80%

    		0%

    		Everywhere

    		Always

    		 

    		 



  

    		Default

    		Enabled

    		All Other Traffic

    		Unlimited

    		100%

    		0%

    		Everywhere

    		Always

    		 

    		 








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 














.
































  

  

    		App Download Policy

    		







  

  

    		

      

        

        

          		Define Rules for Mobile App 

            Downloads

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at the first match. 



  

    		Rule Order

    		Status

    		App Stores

    		Action

    		Who

    		Gateway Location

    		Last Update By

    		Last Update 

Time








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 





















  

  

    		App Security & Privacy 

    Configuration

    		







  

  

    		

      

        

        

          		Configure Mobile App Security 

            & Privacy Policy

          		[image: ] 







  

    		 

    		Allow

    		Block



  

    		Insecure Apps



  

    		Apps with malicious activity
(Block Mobile 

      Apps with Malicious Activity)

    		[image: ] 

    		  



  

    		Apps with known vulnerabilities
(Block Mobile 

      Apps with Known Vulnerabilities)

    		[image: ] 

    		  



  

    		Apps leaking sensitive information



  

    		Unencrypted User Credentials
(Block Mobile 

      Apps Sending Unencrypted User Credentials)

    		[image: ] 

    		  



  

    		Location Information
(Block Mobile Apps 

      Sending Location Information)

    		[image: ] 

    		  



  

    		Personally Identifiable Information 

      (PII)
(Block Mobile Apps Sending Personally Identifiable 

      Information)

    		[image: ] 

    		  



  

    		Device Identifier
(Block Mobile Apps Sending 

      Device Identifier)

    		[image: ] 

    		  



  

    		Communication with Ad Websites
(Block Mobile 

      Apps Communicating with Ad Websites)

    		[image: ] 

    		  



  

    		Communication with Remote Unknown 

      Servers
(Block Mobile Apps Communicating with Remote Unknown 

      Servers)

    		[image: ] 

    		  








  

  

    		







  

  

    		Information about Web Actions & 

      Exclusions policy modification is not 

available.














  

  

    		Inbound Mail 

Flow







  

  

    		

      Inbound Mail Flow Rules


      [image: ] 




  

    		Rules are evaluated in the order 

      specified. 



  

    		



  

    		

      

        

        

          		Rule Order

          		Status

          		Sender 

          		Recipient 

          		Action 

          		Block Attachments 

          		Require TLS 

  












  

  

    		

      

        

        

          		

          		











  

  

    		Information about  Inbound Mail 

      Flow policy modification is not available.














  

  

    		Outbound Mail 

  Flow







  

  

    		

      Outbound Mail Flow Rules


      [image: ] 




  

    		Rules are evaluated in the order 

      specified. 



  

    		



  

    		

      

        

        

          		Rule Order

          		Status

          		Sender 

          		Recipient 

          		Action 

          		Block Attachments 

          		Require TLS 

          		Add Disclaimer 

    












  

  

    		

      

        

        

          		

          		











  

  

    		Information about  Outbound Mail 

      Flow policy modification is not available.














  

  

    		Inbound Alias and 

    Redirection







  

  

    		

      Inbound Aliasing and 

Redirection


      [image: ] 




  

    		



  

    		

      

        

        

          		Rule Order

          		Status

          		Sender 

          		Recipient 

          		Redirect To 

          		Copy To 

  












  

  

    		

      

        

        

          		

          		











  

  

    		Information about  Inbound Alias 

      and Redirection policy modification is not 

available.














  

  

    		Outbound Alias and 

    Redirection







  

  

    		

      Outbound Aliasing and 

      Redirection


      [image: ] 




  

    		



  

    		

      

        

        

          		Rule Order

          		Status

          		Sender 

          		Recipient 

          		Redirect To 

          		Copy To 

  












  

  

    		

      

        

        

          		

          		











  

  

    		Information about  Outbound Alias 

      and Redirection policy modification is not 

available.














  

  

    		Masquerading







  

  

    		

      Masquerading (Outbound)


      [image: ] 




  

    		



  

    		

      

        

        

          		Rule Order

          		Status

          		Sender 

          		Recipient 

          		Masquerade 

  












  

  

    		

      

        

        

          		

          		











  

  

    		Information about  Masquerading 

      policy modification is not available.

















.
































  

  

    		Web Compliance Policy

    		







  

  

    		

      

        

        

          		Define Policy for Compliance 

            Control for outbound traffic

          		[image: ]







  

    		Rules are evaluated in the 

      order specified. Rule evaluation stops at the first match. If a single 

      Rule has multiple DLP Engines, the action is taken if ANY Engine is 

      triggered. To simply monitor for Data leakage, set the rule action to 

      Allow. 



  

    		Rule Order

    		Status

    		DLP Engine

    		URL Category

    		Action

    		Who

    		Gateway Location

    		Auditor Notification

    		Comments

    		Last Update By

    		Last Update Time



  

    		1

    		Disabled

    		PCI

    		All

    		Allow

    		All

    		Everywhere

    		None 

    		 

    		 

    		 








Considers sites referenced from translation engines including Google 

Translate, Babel Fish, and Microsoft Translator among others. 





Enforces SafeSearch strict setting for Google, Yahoo, Ask, Live, Bing, 

Yandex, YouTube, blip.tv, Dailymotion,Flickr, AOL Video, Google Video,and 

Friendster. 











  

  

    		Email Compliance 

  Policy







  

  

    		

      Data Leakage Prevention
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    		Rules are evaluated in the order 

      specified. 



  

    		



  

    		

      

        

        

          		Rule Order

          		Status

          		Engine 

          		Sender 

          		Recipient 

          		Action 

          		Auditor Notification 

          		Sender Notification 

      












  

  

    		

      

        

        

          		

          		











  

  

    		Information about  Email Compliance 

      Policy policy modification is not 

available.
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State of Wisconsin Zscaler Authentication Write-up.pdf
Web Security Project
Zscaler Authentication

DET is looking to send all HTTP and HTTPS on port 80 and 433 traffic routes through the Zscaler product, unless
excluded by the participating agencies. The authorization and authentication architecture of the new ZScaler
internet security service requires that individual users be identified for policy application and reporting purposes,
unless authentication is intentionally disabled (IE guest networks). This authentication is maintained with both
normal and application specific ‘flash’ cookies. The project team has defined two processes to facilitate
authentication based on end-user location. The first is based on a user accessing the internet from a known State
location (office building or VPN), in which case the user is mapped to a specific agency based on the network path
they use to access the internet (their source IP). If a current cookie exists on the user device then transparent
authentication is completed, otherwise the user is prompted for credentials and authentication is done using
‘Security Assertion Markup Language’, (SAML), format to request clearance from an Identity Service Provider, AKA
DET. The Accounts.wistate.us domain is then leveraged to authenticate the user.

In the second scenario, a user is trying to access the internet over a non-State network from a device that was
previously configured to route traffic through zScaler. Internet access would be directed to the ‘Public ZEN’ cloud
hosted by ZScaler. If a current cookie exists on the user device then transparent authentication is completed,
otherwise the user is first prompted to enter their email address and agency to determine routing. Then the user
is prompted for credentials and authentication is done using SAML via the State ADFS.

Whether coming from a known location (via GRE) or an unknown location the user would still be authenticated
via SAML. If the user has already authenticated, a cookie (either browser or Flash based) would be used to
transparently re-authenticate them. If they did not have a cookie or if the cookie expired, they would be
redirected to authenticate and obtain a new cookie. Cookie expiration is agency-definable with a suggested
default of 30 days. This will mean that a user will need to enter credentials approximately once every thirty days
regardless of which browser or location they are accessing the internet from.

Finally, the organizational structure of the Zscaler solution there is a single ‘master’ level that allows access to all
of the State agencies setup as organizations. Below that there are separate groups/agencies/policies that can be
set up with unique rules, and those rules can then be applied to grouping of agencies available in the Accounts
domain. All agency policies and reporting will be managed separately.





Zscaler Cookies:

What is the difference between a “browser cookie” and a “Flash cookie”?

“Browser cookies” are standard text file cookies stored on the local disk as specified by the individual browser,
and are used to store session information - just as all other web servers use them. But, browser cookies are
temporary to some extent - they can be deleted. Therefore, Zscaler also creates a Flash Local Shared Object (LSO)
- also known as a “Flash cookie” - to serve as a backup to the browser cookie. When an end user attempts to
access the Internet, and the browser does not present Zscaler’s gateway with a valid browser cookie, Zscaler asks
the browser if it possesses a Zscaler LSO. If it has this object, Zscaler re-creates the browser cookie automatically
without requiring the end user to re-authenticate.

Flash Cookie:

Flash cookies are stored in the following location:

¢ Windows XP: %APPDATA%\Macromedia\Flash Player\#SharedObjects\<random_string>\gateway.zscaler.net

¢ Windows Vista/7: %APPDATA%\Roaming\Macromedia\Flash
Player\#SharedObjects\<random_string>\gateway.zscaler.net

* MacOS: ~/Library/Preferences/Macromedia/Flash Player/#SharedObjects/<random_string>/gateway.zscaler.net
e *NIX: ~/.macromedia/Flash_Player/#SharedObjects/<random_string>/gateway.zscaler.net

Adobe Flash version 10.3 and newer has altered the previous behavior of leaving the LSO alone. Many websites
have begun using Flash LSOs to track users for other reasons, mostly marketing and data mining. This behavior
caused an outcry from users to Adobe, the software company that owns Flash, to make it easier for users to
remove unwanted LSOs. The solution that Adobe implemented is to have the Flash LSOs removed whenever the
browser cookies are cleared.

What can | do to stay logged in to Zscaler despite these changes?

Open Internet Properties from either the Control Panel or from IE directly. On the ‘General’ tab, click the ‘Delete’
button in the ‘Browsing History’ section to open the ‘Delete Browsing History’ page. At the top of this page, check
the box to ‘Preserve Favorites website data’. Now just add ‘gateway.zscaler.net’ to your favorites, and the Zscaler
cookies are retained.

Browser Cookie:

Browser cookies are stored restrictedly (locally) in accordance with the individual browser configuration. For
example,

Internet Explorer, by default, stores browser cookies in C:\Documents and Settings\<User>\Local
Settings\Temporary Internet Files.

Flash LSOs, on the other hand, are always stored in C:\Documents and Settings\<User>\Application
Data\Macromedia\Flash Player\#SharedObjects\<Unique Folder Name>\gateway.zscaler.net.
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State of Wisconsin Zscaler Tenancy and
Authentication Diagram (07-2013)

Internet

2 ] et
cookieflash | Zscaler Public ZEN public \nter? HTTP or HTTPS
or Browser c
Known Network | present YES > 7
(State network Wireless, or VPN) (\“e (Notel) \ Ygs/ User
“E"“ authenticated,
(N G 2 Agency policies
h%e“ Cookie applied
/ (Flash or 5
Browser) Credentials
present? Needed
1 Notel)
o Bz
User User initiates an Ca, f
Internet browser 3
session Q’}' User prompted
*Q for email address
State-Owned Remote Devices on v&\"
Public Internet (“Road Warrior”) Qé
If agency
device is
configured State Enterprise ADFS
to route
traffic to
User zScaler 4
User prompted
for agency

6
User prompted

for credentials

Note 1: Cookie Expiration Dates — The re-
authentication process is configurable and
ideally infrequent.

Accounts.wistate.us
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Zsacler Agency Managed Group Procedures - Delegation.pdf
Delegation - Agency Managed Groups

1. Overview

1.1 General Information

Until such time when the Division of Enterprise Technology (DET) can incorporate management of security groups using the UMRA
provisioning tool, a designated Organizational Unit (OU) structure is provided and available for group management using the Microsoft
Management Console (MMC) snapin. The MMC shapin for this is published in our Enterprise Citrix Metaframe website.

2. Configurations
2.1 The OU Structure

The OU structure resides within the Accounts.wistate.us domain, see fig. 1, and consists of a parent OU named
Accounts.wistate.us./Accounts/AgencyManaged. The AgencyManaged OU has several subOUs, one for each participating agency.

= J:j accounts.wistate,us

= 2] ACCOUNTS
I§ < gencyianaged
+ |2 | DHS
2| DMR
o DionZ
a2 DoR
| DoT
2| D3Ps
| WD

T
T
T
T
T

Fig. 1

The agency subOU may have additional OUs in it as required by the agency. Only the designated agency approved security staff will have
access to modify or manage group objects within their OU structure. Permissions include, create/delete groups, and groups — full control.

3. Management Access

Access to this structure is provided using the State Enterprise Citix Metaframe website
https://metaframe.wisconsin.gov/Citrix/Metaframe/auth/silentDetection.aspx. Logon to the site with your Citrix logon ID provided to
you by DET. Published on your desktop you will find a shortcut to the MMC shapin, see fig. 2




https://metaframe.wisconsin.gov/Citrix/Metaframe/auth/silentDetection.aspx



You are accessing the State of Wisconsin Loce
netwaork are intended only for the official bus
data sent over this medium in a manner consi
software approved, scanned for virus, and lic
equipment, systems, services, or software by &
where appropriate.

Main

i

ACCTS AD Console

Fig. 2
4. Requesting Access
4.1 Existing OU Structure

To request access to manage existing groups in your agency delegated group management OU, please submit a Service Request (SR) to DET
requesting Citrix access (if you don’t already have Citrix access) and for the published “AD Console” MMC taskpad for your agency
management in the Accounts.wistate.us domain.

4.2 New OU Structure

For a new agency delegated management OU structure, please submit an SR requesting a new agency managed OU for delegation of group
management.

The DOA security team will process approvals and requests for pertinent information such as user account names etc.

5. Additional Information

5.1 External Access

Though external access to the Accounts domain for the purpose of managing groups may be possible, our State Enterprise Citrix Metaframe
access is the only method that DET will support. It has the necessary MMC, taskpad, and firewall rules needed for this purpose.

5.2 Taskpad Instructions - Working with Active Directory Users and Computers

For instructions on managing groups using the MMC, Active Directory Users and Computers (ADUC) taskpad, please visit the Microsoft
website at http://technet.microsoft.com/en-us/library/aa997340(v=EXCHG.65).aspx.




http://technet.microsoft.com/en-us/library/aa997340(v=EXCHG.65).aspx
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DET Architectural Exception #1

Server Exceptions to web filtering

Introduction

DET’s default architecture mandates that all devices connecting to the internet will do so via the
Department’s web filtering system. Currently DET has various servers which connect to the internet for
the purpose of downloading updates automatically. The authenticated web-filtering system could cause
issues with keeping other systems reliant on these servers from being updated and protected in a timely
manner.

Exception Description

The following classes of devices will be exempted from the web-filtering system:

Mapping servers

GIS Servers

Patching/Update servers

Software Distribution servers
Security Servers

License servers (Citrix, Zscaler etc.)
DNS Servers

Utility Servers (Cisco, Vendor call home servers)

Impact Analysis/Scope

The impact of this exemption will not add any additional risk over that which is present today.

Application Risk

The impact of this exemption will not add any additional risk which has currently been deemed as acceptable. The
risk being that web-surfing from one of these devices could expose the system to malware, which in turn exposes
additional systems to potential compromise.

Remediation activities in the future would be to restrict internet access from these devices to specific addresses and
ranges needed for these devices to retrieve necessary data.

Support / Infrastructure Risk

N/A, this exemption adds no new support burden.





Security Risk

The impact of this exemption will not add any additional risk which has currently been deemed as acceptable. The
risk being that web-surfing from one of these devices could expose the system to malware, which in turn exposes
additional systems to potential compromise.

Remediation activities in the future would be to restrict internet access from these devices to specific addresses and
ranges needed for these devices to retrieve necessary data.

Architectural Impact

None

Fiscal Impact

None

Documentation
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How SSL Works With Zscaler

In order to connect to a site using SSL, you will need to have Zscaler installed on your
desktop/laptop. This can be accomplished in a number of ways. One way is to create a
GPO containing Zscaler as the trusted root and pushing the GPO out to the desktop.

Connecting to a site that uses SSL.:

When the host is on the State of Wisconsin network, the traffic will be encrypted leaving
the host workstation using the Zscaler.net certificate. The SSL encrypted traffic will
leave our network via the Internet Router. The SSL traffic will be encapsulated in a GRE
tunnel and arrive at a ZEN. The ZEN will decrypt the traffic, filter the traffic, and then
encrypt the traffic using the final destination’s certificate. In this example it is the
certificate for SecureSite.com. Then the traffic will be sent to the final destination. See
Figure 1 below for a diagram on how this works.

SSL to Site

SSL shows SecureSite.com

Internet
Router

SecureSite.com

SSL shows Zscalar.net

Zscaler is installed
as a trusted root on
desktop

Figure 1

When the host is off of the network, the path is very similar. The traffic will be
encrypted leaving the host workstation using the Zscaler.net certificate. The SSL
encrypted traffic will leave our network via the private Router (e.g. a router in a home
network, etc.). The SSL traffic will arrive at a ZEN. The ZEN will decrypt the traffic,
filter the traffic, and then encrypt the traffic using the final destination’s certificate. In
this example it is the certificate for SecureSite.com. Then the traffic will be sent to the
final destination. See Figure 2 below for a diagram on how this works.
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SSL to Site From Off
Network

Internet

ZEN

SSL shows SecureSite.com

SSL shows Zscalar.net

Zscaler is installed
as a trusted root on
desktop

Figure 2

Connecting to a Banking Site:

For banking sites, you may not want to have SSL decryption turned on in Zscaler.
Zscaler has a feature that will allow you to not decrypt SSL traffic for an entire category
of sites. For example you may determine that you would like all banking sites to be
encrypted from the desktop all the way to the destination banking site. In this case, the
ZEN will not decrypt any of the traffic. Zscaler will pass the traffic through the ZEN.

The following diagrams will show how this works for devices inside the State of
Wisconsin network and for devices outside of that network.

In figure 3, the host is inside of the State of Wisconsin network. The host will encrypt
the traffic using the BankSite.com certificate. The SSL encrypted traffic will go through
a GRE tunnel to a ZEN at Zscaler. The ZEN will look at the certificate with the SSL and
see that the certificate is from Zscaler. Then the ZEN will decrypt the traffic, filter the
traffic, encrypt the traffic with the destinations certificate, and then send the traffic to the
final destination.
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SSL to Trusted Bank

No SSL Decryption
Internet occurs in the ZEN

Router BankSite.com

SSL shows BankSite.com

Zscaler is installed
as a trusted root on
desktop

Figure 3

A diagram of how Zscaler works when the host is off of the State of Wisconsin network
is shown in figure 4 below. The only difference between figure 3 and figure 4 is that in
figure 4 the traffic is not sent via a GRE tunnel to the ZEN at Zscaler.
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SSL to Trusted Bank
From Off Network

Internet

ZEN

SSL shows Bank.com

No SSL Decryption
occurs in the ZEN

SSL shows BankSite.com

Zscaler is installed
as a trusted root on
desktop

Figure 4

How does SSL work within the state?

Within the State of Wisconsin network, the traffic will not get routed to Zscaler. Traffic
will only get routed to Zscaler if the traffic leaves the State of Wisconsin network.

If you are on a laptop and not on the State of Wisconsin network, then the connection
works just like in Figure 1 above.

What happens to the SSL inside of the ZEN?

There are two scenarios. The SSL can arrive at the ZEN with a Zscaler certificate or with
someone else’s certificate.

For the case where SSL traffic arrives at the ZEN with a Zscaler certificate.

In this case, the ZEN will decrypt the traffic. Zscaler will apply filtering to the traffic. It
will record logs of the URL and other metadata about the traffic. None of the data within
the traffic is stored on a disk. If filtering does not block the traffic, the ZEN will encrypt
the traffic using the destination’s certificate (in figure 1 the certificate was for
SecureSite.com).
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The other case is when SSL traffic arrives with a certificated from somewhere other than
Zscaler. In this case, Zscaler just passes the traffic on to the destination. Since the traffic
is encrypted with another site’s certificate, Zscaler will not be able to decrypt the traffic.
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Zscaler_Test Plan Rollout_Template.xlsx
Sheet1

		Z-Scaler from Websense cutover verification

		Testing on the State Network 

		The purpose of these tests is to verify that subnets go through Z-Scaler, and that subnets that are not supposed to be authenticated are not, and that subnets that should be authenticated are when on the State network.  

		Preparation of test computers before cutover:

		Disable any PAC file.

		Remove any existing Z-Scalar credentials by visiting http://ip.zscalar.com and logging out.

		Verification tests after cutover.

		Verification that the agency standard network is not authenticated, but that blocks work properly.

		IP Address		Results		Test Description		Test Purpose

						Visit http://www.cracked.com		Verify that the block works and that the block page is correct and there is no override option.

						Visit http://www.ibm.com		Verify that access is possible and that no authentication is needed.

		Verification that a computer (laptop) that needs to authenticate because of its DHCP lease  still has to authenticate.

		IP Address		Results		Test Description		Test Purpose

						Visit http://ip.zscalar.com and remove credentials.		We want to force the computer to authenticate.

						Visit http://www.cisco.com		Verify that authentication is still needed and that access is possible once authenticated.

						Visit http://www.cracked.com		Verify that the block works and that there is an override option.

						Visit http://ip.zscalar.com and remove credentials.		We will use this laptop for further testing and don't want to have credentials.

						Visit http://www.microsoft.com		Verify that credentials have been removed.  We should be prompted to authenticate, but we won't.  Note that we aren't clearing the browser cache, so we need to visit a new site that doesn't have a site cookie for Z-Scaler.  Revisiting www.cisco.com would not result in a request to authenticate.



		Verification that the wireless network goes through Z-Scaler unauthenticated  (This could be guest wireless or other exceptions identified in the agency.) 

		IP Address		Results		Test Description		Test Purpose

						Visit http://www.cracked.com		Verify that the block works and that the block page is correct and there is no override option.

						Visit http://www.hp.com		Verify that access is possible and that no authentication is needed.

		Verification that Enterprise VPN access via the wireless network goes through Z-Scaler unauthenticated

		IP Address		Results		Test Description		Test Purpose

						Visit http://www.cracked.com		Verify that the block works and that there is no override option.  This should be the DOA block page.

						Visit http://www.batcon.org		Verify that access is possible and that no authentication is needed.

		Verification that the Agency's VPN access via the wireless network goes through Z-Scaler unauthenticated.   (If the agency has their own VPN in addition or instead of the Enterprise VPN.) 

		IP Address		Results		Test Description		Test Purpose

						Visit http://www.cracked.com		Verify that the block works and that there is no override option.  This should be the DNR block page.

						Visit http://www.recalls.org		Verify that access is possible and that no authentication is needed.



		Verification that the wireless network goes through Z-Scaler unauthenticated

		IP Address		Results		Test Description		Test Purpose

						Visit http://www.cracked.com		Verify that the block works and that there is no override option.

						Visit http://www.google.com		Verify that access is possible and that no authentication is needed.

		Verification that Enterprise VPN access via the wireless network goes through Z-Scaler unauthenticated

		IP Address		Results		Test Description		Test Purpose

						Visit http://www.cracked.com		Verify that the block works and that there is no override option.  This should be the DOA block page.

						Visit http://www.fema.gov		Verify that access is possible and that no authentication is needed.

		Verification that DNR VPN access via the wireless network goes through Z-Scaler unauthenticated

		IP Address		Results		Test Description		Test Purpose

						Visit http://www.cracked.com		Verify that the block works and that there is no override option.  This should be the DNR block page.

						Visit http://www.fcc.gov		Verify that access is possible and that no authentication is needed.

		Verification that a computer (laptop) that needs to authenticate because of its DHCP lease  does not have to authenticate because it still has credentials.

		IP Address		Results		Test Description		Test Purpose

						Visit http://www.cracked.com		Verify that the block works and that there is an override option.  This should be the DNR block page.

						Visit http://www.eurobats.org		Verify that access is possible and that no authentication is needed.

		Websense should be checked to verify no traffic after the cutover.



		Z-Scaler should be checked to see this test and other traffic after the cutover.

		Testing road warriors on the public network (if applicable)   

		Test SSL Decryption (if applicable) 

		Test http/https access to external vendors (Will want to verify that all external connections are working and not broken because a vendor has a hard coded IP address and new IP addresses were not added by the vendor ahead of time. )   












