	State of Wisconsin

Department of Administration

Division of Enterprise Technology

DOA-10359 (R04/2008)
	
[image: image1.wmf]
	Return to:

DOA/DET Security
Data Center 

PO Box 7836

Madison, WI  53707-7836


Customer Data Security Officer/Representative/Authorization/Attributes

	Organization Name

     
	Division Name

     
	Bureau

     

	Name of Security Officer / Representative

     
	Logon ID (Mainframe, ITIM, or LAN UserID)

     
	Telephone Number

(       )      

	Mailing Address

     
	E-mail or Internet Address

     
	Fax Number

(       )      

	Select One:
 FORMCHECKBOX 
 Primary     or      FORMCHECKBOX 
 Backup

Select One:
 FORMCHECKBOX 
 Officer       or      FORMCHECKBOX 
 Representative
	Action

 FORMCHECKBOX 
 Assign      FORMCHECKBOX 
 Delete
	Effective Date (mm/dd/ccyy)

     


Security Attributes (Mainframe)

	RACF UserID to be used as a model
	     
	

	
	
	

	 FORMCHECKBOX 
 ASO (agency primary or backup security officer)
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Security (change agency profiles — no ASO)
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Account (maintain UserIDs and groups — no ASO)
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Consult (change passwords and un-revoke UserIDs)
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Audit (view only UserIDs, groups and Profiles not ASO)
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete


Security Functions (LAN)

	 FORMCHECKBOX 
 Can Request New LAN Accounts
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Can Request New Email Accounts
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Can Request Changes to Existing LAN Accounts
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Can Request Changes to Existing Email Accounts
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Can Submit Delete/Suspend Notification when staff departs
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Can Submit General IT related Service Requests
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Can Request Changes to LAN Group Memberships
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete

	 FORMCHECKBOX 
 Can Request Changes to Email Distribution Groups
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete


Security Functions (ITIM/IAM) 

	 FORMCHECKBOX 
 ITIM Security Administrator
	 FORMCHECKBOX 
 Add
	 FORMCHECKBOX 
 Delete


Approval

	Primary Customer Security Officer Signature
	Date Signed (mm/dd/ccyy)

     

	Print Name and Title of Data Processing Director or Organization Head

     

	Signature of Data Processing Director or Organization Head
	Date Signed (mm/dd/ccyy)

     


	Data Security Services Use Only

	Security Officer Signature
	Date Completed (mm/dd/ccyy)

     


Customer Security Officer / Representative (Mainframe)

The Customer Data Security Officer / Representative is the primary RACF security liaison between an agency and the DOA/DET security staff.  At least one Customer Security Officer or Representative must be assigned to each agency by the Data Processing Director or organization head.  Responsibilities of the Customer Data Security Officer are defined in 201-3 of the DOA/DET Customer Manual. Responsibilities of the Customer Data Security Representative are defined in 201-4 of the DOA/DET Customer Manual.
It is the responsibility of each Customer Security Officer / Representative to become familiar with Wisconsin Statute 943.70, "Computer Crime."  A copy of this statute is in the DOA/DET Customer Manual, Section IT-201-100.  The statute describes certain actions which are regarded as a violation of the law and defines the penalties for such actions.

Backup Security Officers / Representatives (Mainframe)

A Backup assumes a role similar to a Customer Security Officer / Representative; however, the Backup cannot delegate RACF authorities.  The Backup Security Officer / Representative is responsible for authorizing computer access, password changes, and RACF rule requests.  Specific responsibilities of the Backups are similar to the Primary Customer Data Officer or Representative, whose responsibilities are defined in 201-3 and 201-4 of the DOA/DET Customer Manual.
IT Security Representative (LAN)

The IT Security Representative should be the primary IT liaison between an agency and the DOA/DET security staff, in the handling of all LAN Account activity.  At least one IT Security Representative must be assigned to each agency by the IT Director or organization head. It is recommended that the Agency IT Security Representative also be the Agency IT liaison person who interfaces with the Customer Service Managers regarding Service Requests.
It is the responsibility of each IT Security Representative to become familiar with Wisconsin Statute 943.70, "Computer Crime."  A copy of this statute is in the DOA/DET Customer Manual, Section IT-201-100.  The statute describes certain actions which are regarded as a violation of the law and defines the penalties for such actions.

Backup IT Security Representatives (LAN)

A Backup assumes a role similar to that of the IT Security Representative and can submit Service Requests and LAN ID requests when the primary IT Security Representative is unavailable. 
ITIM (IBM Tivoli Identity Manager) Security Administrator  

An ITIM Security Administrator is the security liaison between an agency and the DOA/DET security staff when dealing with ITIM security related issues. At least one ITIM Security Administrator must be assigned to each agency by their agency IT Director (or a comparable position within the agency). Responsibilities of the ITIM Security Administrator are outlined in the IAM Security Administrators Guide available at https://iam.wisconsin.gov/selfcare/IAM/adminhome to all agency security administrators.

A Customer Data Security Officer/Representative/Authorization/Attributes (DOA-10359) must be submitted for each ITIM Security Administrator that an agency declares. 

· The top section of this form should be filled out excluding the area where you select Primary or Backup and Security Officer or Security Rep. 

· You will then place an ‘X’ before ITIM Security Administrator under the ‘Security Functions (ITIM/IAM) area. Check the box before ADD or DELETE.

· The agency IT Director (or a comparable position within the agency) will then need to print and sign their name in the APPROVAL section of the form.

· Return the form to the Inter-d address in the upper right hand corner. 
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