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	Contractor Confidentiality Agreement


PURPOSE

The purpose of this Agreement is to inform consultants, contractors, temporaries, interns, or other persons working for, but not employed by, the Division of Enterprise Technology (DET) under any arrangement (Contractors), of their responsibilities with respect to the information and multiple types of data they encounter while performing duties for the Department of Administration (DOA), and to insure that they understand and acknowledge these responsibilities and abide by these terms.

Contractors with the Division of Enterprise Technology are required to sign this Confidentiality Agreement before beginning their duties for DOA. Contractors may be asked to review and re-sign this Agreement periodically. This Agreement shall remain in effect after termination of your contract or other arrangement with DOA.

In the course of performing job duties at DET, Contractors may have access to information owned by DOA and/or by other state agencies utilizing DOA’s services (Customer Agencies).  Contractors may not disclose the data contents of any computer or network system they encounter to any person, organization, or entity that has not been specifically authorized to receive this information.  Information collected and maintained by a Customer Agency but residing on computer or network equipment managed by DET or the Customer Agency remains under the disclosure authority of the Customer Agency.  This information can only be disclosed at the Customer Agency’s direction.  This is true whether or not the information is labeled as classified or confidential.  Information protected by this Confidentiality Agreement covers all forms of data, information, or resources regardless of form, format, location or type of resource involved.  The data can be residing on hardcopy printout as well.  The Contractor’s ability to access/view computer information or hardcopy-printed information is not a grant of authority to disclose that information.

In the course of performing work at DET, Contractors may encounter information about system vulnerabilities, such as the specifics of a system break-in or security exposure.  In order to reduce the risk that such vulnerabilities will be exploited, Contractors must inform the Chief Information Security Officer (CISO) for the State of Wisconsin and their liaison-supervisor of any such vulnerabilities, but must not disclose them to anyone else without proper approval from the CISO.  

Contractor accesses to information residing on computer or network equipment managed by DET or its Customer Agencies may be logged and the logs reviewed for appropriateness.  Due to their work duties, access logging and review is routine for Contractors with broad access authority such as Contractors with special Resource Access Control Facility (RACF) privileges or system administrator authority.  Access logging may be initiated under other circumstances including random access-control audits.

CONFIDENTIALITY AGREEMENT

I have read this Agreement in its entirety and certify that I shall only use information access privilege(s) granted me in the course of performing my contractual duties at DET in the performance of those job duties.  I understand data I encounter in all cases must be protected in the course of my contractual duties.  I shall comply with all applicable laws, rules, and policies to this effect.  I understand it is my responsibility to protect my user ID. and password from use by others.  I understand that DET reserves the right to rescind any privileges or capabilities at any time.  I further understand that violation of this Agreement shall constitute a breach of my contractual arrangement with DOA/DET, resulting in contract termination, and may constitute a violation of federal and state laws punishable by fines and imprisonment.
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